Design and Implemen tation of the
RFID Guardian User Interface
for mobile devices

Masters Thesisin Computer Science
Charalampos 1. Zois

July, 2008

o~

vrije Universiteit amsterdam






RFID
Guardian

www.r dguardian.org






To my parerts,
loannisand So a






Ac knowledgmen ts

With the completion of this thesis, an important chapter in my life comesto a
successfukend. There is a number of peoplewho | would like to thank for helping
me, oneway or another, to accomplishthis result.

| am most of all grateful to prof. Andy Tanerbaum for giving me the chanceto
work under his supervision. Andy was one of the reasond cameto this university to
do my Masters, and working with him for my nal project is consideredfor me asa
great success.

| want to thank Melanie Riebadk for her guidancethroughout this project, her
motivation and of courseher patience. Had it not beenfor her, this thesis would
newer have nished.

Many thanks to Rutger Hofman for his excellen programming instructions and
his help, wheneer | neededhim.

Last but not least, | thank my parerts and my girlfriend, Elena, for their invalu-
able support in the broadestsenseof the word.

Amsterdam, July 2008
Charalampos Zois






Contents

1

2

3

Intro duction

Java 2 Micro Edition (J2ME)

2.1 J2ME architecture . . . . . . . . . ...

2.2 J2ME Congurations . . . . . . . . . . e
2.2.1 ConnectedLimited DeviceCon guration(CLDC) . .. .. ..
2.2.2 ConnectedDeviceCon guration(CDC) . . .. ... ... ...

23 J2MEProles . . . . . .. e
2.3.1 Mobile Information DeviceProle (MIDP) . .. .. .. .. ..

24 MIDlets . . . . . . . e

Infrastructure
3.1 Workstations . . . . . . .. ..
3.2 Emulators . . . ... e
3.3 Smartphones . . . . .. ...
3.3.1 SelectingOperating System- SymbianOS . . . .. ... ...
3.3.2 SelectingUser Interface- S60platform . . . . . ... ... ..
3.3.3 SelectingDevice. . . . . .. ... L e
34 IDES . . . .
3.5 Bluetooth . . ... .. . ... ..
3.6 RFID Guardian . . . . . . . . . . ... . e
3.7 3rdparty software . . . .. .. ...

Structure of the MIDlet

4.1 RFID Guardianbasics . . . . . . . . .. .. .. .. ..
4.1.1 Auditing . . . . . . e
4.1.2 Keymanagemeh . . . . . ... ... . . ... ... ..

© © 0o o o o O

13

15
15
16
17
17
18
20
22
23
24
24



CONTENTS

4.1.3
4.1.4

4.2 MIDlet structure

4.2.1
4.2.2
4.2.3
4.2.4
4.2.5
4.2.6
4.2.7

5 Blueto oth

5.1 Bluetooth basics
5.2 Java APIs for Bluetooth WirelessTednology

521
5.2.2

531
5.3.2

5.4 Disconnectingfrom a remote device

6 Tags

6.1 ManageTag Lists

6.1.1
6.1.2
6.1.3
6.1.4

6.3 Tag spoo ng

7 Readers

7.1 Lists of Readers
Add/delete readers . . . . ... ...

7.1.2 Managereaders'roles
7.2 Lists of Roles

7.1.1

AccessControl . . . . .. ... ...
Authentication . . ... ... ....

Main Menu . ... ..........

Auditing . . . . ... ..
Advanced . . .. ... ... .. ...

Connectto Guardian

DeviceDiscovery . . . ... ... ..
ServiceDiscovery . . . .. ... ...
5.3 Connectingto the RFID Guardian
Devicediscovery . . ... ... ...
Servicediscovery . ... ... ...

Tagsetshov-hide . . ... .. ...
Modify sets . . . .. .. ... ....
Create- deletesets . . . . . ... ..
Add - deletetags . . . .. ... ...
6.2 Key managemenh



CONTENTS Xi

8 Logs 77
8.1 Typesoflogs . . . . . . . . 77
8.1.1 ThelLogSceenclass . ... ... ... ... ... ....... 78

9 Access Control List 83
9.1 SelectACL . . . . . . 83
9.2 Chek ACL status. . . . . . . . . . . i 91
9.3 ReloadACL . . . . . . . . . e 92
9.4 ClearACL . . . . . . . . . e 93
10 Adv anced Op erations 95
10.1 Security . . . . L e e e e 95
10.2 Conguration . . . . .. e e e e e e e 96
10.2.2 Auditing . . . . . . 97

10.2.2 Setthetime . . . . . . . . . . ... ... 99

10.2.3 Administration . . . . . ... L 100

11 Summary and Conclusions 105
11.1 Contributions . . . . . . . . 105

11.2 Future Work . . . . . . . . 106






List of Tables

2.1
2.2
2.3

3.1
3.2
3.3

5.1

CLDC padkages. . . . . . . o i i e e e e 8
MIDP 1.0extensionpadkades . . . . . . .« v v v v i 11
MIDP 2.0padkages. . . . . . . . . o i i e 12
Smartphonedevicesand Operating systems . . . . . . ... .. ... 17
Smartphonedevicesand Userinterface . . . . . .. .. ... .. ... 19
Nokia devicesgrouped by S60edition . . . . . .. ... ... ... .. 20
Bluetooth comnunicationrange . . . . . . . . . . ... .. .. .... 33

Xiii






List of Figures

2.1 J2ME high level overview . .. .. .. ... ... ... .. .. ..., 5
2.2 MiDlet architecture overview . . . . . . . . . ... 10
2.3 MiDlet lifecycle . . . . . . . . . .. . .. 13
3.1 S60SDK emulator . . ... .. ... ... ... ... 16
3.2 NokiaEBL . . . . . . . . . e 21
3.3 NoOKi@aEBO . . . . . . . . . e 22
3.4 Bluetoothdongle . . . . ... ... . ... . ... 23
41 Main Menu . . . . . . . . .. 28
4.2 TagS . . o e 29
4.3 Readers . . . . . . . .. e 29
4.4 AccessControl List . . . . . .. .. ... ... 30
45 Auditing . . . ... 30
4.6 Advancedoptions . . . . . . . .. .. 31
5.1 Devicediscovery statediagram . . . . ... ... .. ... 35
5.2 Servicediscovery statediagram . . . . ... 37
5.3 Bluetooth connectionscreen. . . . . . . ... ... ... oL 38
5.4 Devicedisco/ery in progressS . . . . . . . v i e e e e 41
5.5 Exampleof devicediscoverylog . . . . . .. .. .. ... .. 42
5.6 (a) Devicediscorery completed,(b)device discovery cancelled. . . . . 42
5.7 (a) Start servicediscovery, (b) Servicediscovery in progress. . . . . . 44
5.8 Connectto remotedevice . . . . . .. .. ... oL 45
5.9 (a) Connectionestablished,(b) Serviceseard log example . . . . .. a7
5.10 (a) Connectionopen, (b) Disconnectfrom device. . . . . . . ... .. 48

XV



XVi

LIST OF FIGURES

6.1 ManageTaglLists . . . . . . . . .. . . . .. 50
6.2 Tagsetsexample . . . . . . . . .. ... 52
6.3 TagsofsetPHILIPS . ... ... .. .. .. .. ... . ... . ... 52
6.4 Tagsnotintheset ... .. ... ... ... .. .. ... . ...... 53
6.5 Updatedset . . . . .. . .. .. . . .. .. 54
6.6 Createatagset. . . . . . . . . . . . i 54
6.7 Updatedtaglist. . .. ... .. ... .. .. . .. .. 56
6.8 Renameatag . . .. . . . . . . . . i i 57
6.9 Saverenamedtag . . . . . . . ... 58
6.10 Tagkeymanagemenh . . . . . . . . . . .. ... 59
6.11 Selectset . . . . . . . . L 60
6.12Updatekey . . . . . . . . 61
6.13SPOO NG . . . . . e e e e e 62
6.14 Add spoofedtag. . . . . . . . . .. . . 63
7.1 Readeroptions . . . . . . . . . ... 65
7.2 Listofreaders. . . . . . . . . ... 66
7.3 Reader'soptions . .. ... .. .. . . ... 68
7.4 Rolesof readerHOSTILE READER . . . ... ... ... ...... 70
7.5 Add rolesto readerHOSTILE READER . . . . . ... ... ... .. 70
7.6 Readerswithout the role FRIENDLY READERS . ... ... .. .. 74
8.1 LOQOS . . . . . e e 78
8.2 (a)Deviceand (b) Servicediscorerylogs . .. ... .. ... ... .. 79
8.3 Logrelatedcommands . . . .. .. .. ... ... .. .. .. .. ... 81
9.1 ACL operations . . . . . . . . o v i e e 84
9.2 Guardianexplorer. . . . . . . . . .. 84
9.3 Guardian explorercommands . . . . . .. ... ... .. . . 88
9.4 Anopenle ... . . .. e 90
95 ACLstatus . . . . . . . . . . . e 91
10,1 ACL operations . . . . . . . . e e e 96
10.2 Security operations . . . . . . ... e e 96
10.3 Systemtime . . . . . . . e e 100

10.4 Phonebrowser. . . . . . . . . . ..o 101



LIST OF FIGURES

10.5 Upload to Guardian






Chapter 1
In tro duction

Automatic iderti cation procedureshave recenly becomevery popular in many ser-
viceindustries, purchasingand distribution logistics,item tracking, anti-counterfeiting,
and other areas. These proceduresexist to provide information about people, ani-
mals, goods and products in transit. Radio Frequencyldenti cation (RFID) is an
automatic iderti cation technology that utilizes atag to allow encadediderti cation,
location or other sensorydata to be transmitted to a tag reader,which decalesand
processeshe information [1].

RFID technology may promise bene ts but at the sametime it raisessigni cant
security and privacy issues[2], [3], [4]. Having an RFID tag attached to individual
items or peopleraisesthe possibility that their movemen is tracked, possiblywithout
their knowledgeor conseh Moreover, without proper security cortrols, tags embed-
dedin consumerproducts could leak poterntialy enmbarassinginformation. And asthe
di cult y in providing security liesin the tight cost restrictions, one of the biggest
challengesfor RFID technology is to provide privacy protection without raising tag
production and managemen cost.

The RFID Guardian [5], [6] is a portable, battery-powered device that medi-
ates interactions between RFID readersand RFID tags. It leveragesan on-board
RFID reader combined with novel tag emulation capabilities to audit and cortrol
RFID activity, thus enforcingconformanceo a certralized security policy. The RFID
Guardian can be viewed as a systemthat allows peopleto administer the security
of their RFID tags, whether these are simple of more advancedtags, and without

1



having to destroy them.

It is ervisionedthat the RFID Guardian will be evertually integrated into PDAS
or mobile phones,so userswill not be burdenedwith carrying an extra physical de-
vice. The RFID Guardian hasa minimal userinterface; a serial RS-232interface to
a PC host, which cortains an attached keyboard and screen. The purposeof this
thesis, is the designof a more portable userinterfacefor the RFID Guardian and the
dewelopmen of an application for a mobile device (mobile phone, PDA) that uses
Bluetooth to interact with the Guardian.

We aim at deweloping an application that is compatible with most of the mobile
phonesin the market today, aswell aswith thosein the future. Java enabledmobile
phoneshave beenin the market for someyearsnow. Their constrainedresources,
howeer, leadto the dewvelopmen of not very sophisticatedapplicationsand of course
a dissapminting hit in the mass-marlet, someyears ago. Processingpower, avail-
able memory, screensizeand resolution are increasing,howewer, as new Java enabled
deviceserter the market. Newly releasedJava applications are accordingly sophisti-
cated and will help to spreadthe Java technology usageewen further. We want to
beliewve that our application will alsohave a tiny sharein this.

Many di erent technologiesand areasare somehav related to this thesis. The
RFID technology, the J2ME technology, the Bluetooth technology are someof them
to mertion. Covering extensiwely those areasis of courseout of the scope of this
thesis. A short introduction will be given, howewer, when possible,explaining the ba-
sicsof eat oneof them. The structure of this thesisis descriked in the following lines.

Chapter 2 gives a brief introduction on the J2ME technology [7]. A high level
view of the J2ME architecture is given, and then we introduce the most important
componerts of the technology Readersmay usethe referencedo collect more back-
ground information on the topic.

Chapter 3 gives an overview of the infrastructure neededthroughout the dewel-
opmern of our application. Emulators, IDEs and the selectionprocessof the mobile
deviceswe selectedfor developmen are a few to be descriked in this chapter.



Chapter 4 givesa short description of the structure of the MIDlet we deweloped.
Moreover, it introducesthe RFID Guardian basics,before going into the details of
the application.

Chapter 5 preseits the basicsof the Bluetooth technology and how we useit from
within our application. Bluetooth services,device disvovery and service discovery
are explained. Code snipets shav the implementation of the connectionpart of our
application, to the RFID Guardian.

Chapters 6, 7, 8, 9 and 10 were derived from the items in the main meru of
our application (Tags,Readers,Logs, AccessControl List and Advancedoperations).
Ead of them coversthe functionality, goalsand implemenation of that part of the
application. Code samplesand screenshot$rom the mobile deviceswe usedare given
throughout the whole documert, to make the application easierto follow.

Chapter 11 cortains some future work related to this thesis, as well as some
important conclusions.






Chapter 2

Java 2 Micro Edition (J2ME)

In this chapter we shortly descrike the J2ME technology basics. We start by giving
a high level view of the J2ME architecture and then introduce someof the most im-
portant componerts of the technology

2.1 J2ME architecture

The Java 2 Micro Edition platform is a collection of technologiesand speci cations,
divided into con gurations, pro les and optional padkages. J2ME is a highly op-
timized Java runtime ervironmert, designedfor limited resourcesdevices,sud as
mobile devices,smartphones,PersonalDigital Assistarts (PDAs), and set-top boxes.
The componernts of Java ME technology are represeted in the following gure.

Profile

Libraries

Configuration
JVM

Host Operating System

Figure 2.1: J2ME high level overview



6 J2ME Con gurations

The J2ME architecture is designedto be modular and scalable. This modularity
and scalability are de ned by J2ME as three layers of software, built upon the Host
Operating Systemof the device. A Java Virtual Machine is one of theselayers, and
is up to the manufacturersto implemert it for their speci ¢ platform. Con gurations
and Pro les are the other two layers, with the last beingthe most visible to the users
and application providers.

2.2 J2ME Con gurations

A con guration providesthe most basic set of libraries, virtual madine capabilities
and Application Programming Interfaces (APIs) for groups of devices. Two base
con gurations are de ned in the J2ME platform: the Connected Limited Device
Con guration (CLDC), and the ConnectedDevice Con guration (CDC). The CLD
con guration targets deviceswith limited memory processingpower and graphical
capabilities, sudr asmobile phonesor mainstreamPDAs. On the other hand, CDC is
targeted for more powerful and capabledevices,like smart comnunicators, high-end
PDAs and set-top boxes.

2.2.1 Connected Limited Device Con guration(CLDC)

The ConnectedLimited Device Con guration (CLDC) is a fundamenal part of the
architecture of the Java 2 Platform, Micro Edition (J2ME). When coupledwith oneor
more pro les, CLDC givesdewelopersa solid Java platform for creating applications.
Its goalis to standardizea highly portable, minimum-footprint Java application deel-
opmen platform for resource-constrainedypetwork-connecteddevices. Target devices
of this con guration typically have the following capabilities:

16-bit or 32-bit processormwith a clock speedof 16MHz or higher
At least 160KB of non-wolatile memory

At least 192KB of total memory available for the Java platform
Low power consumption, often operating on battery power

Connectivity to somekind of network, often with a wireless,intermittent con-
nection and limited bandwidth
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Generic Connection Framew ork

A very important feature of the CLDC is that it de nesits own API for input/output
and networking, the GenericConnectionFramework (GCF). GCF wascreated,asthe
J2SEjava.net andjava.io APIs wereconsideredoolargeto t into the constrained
memory available in mobile devices. GCF provides a genericapproad to connectiv-
ity, becausdt providesa commonfoundation API for all the basicconnectiontypes
- packet/stream-basedinput and output. Moreover, it is extensible,easyto useand
very exible. For a more detailed description, the readercan nd information in Sun
Microsystems'website [8].

K Virtual Mac hine

Another key feature of the CLDC is the K Virtual Machine, a compact, portable
virtual madine, designedirom the ground up for small, resource-constrainedlevices.
K standsfor "Kilobyte" virtual madine, referring to the small footprint of the plat-
form. The K virtual madine is very small - starting from approximately 70K in size.
KVM and CLDC are closelyrelated, as CLDC runs only on top of KVM, and also
it is the only con guration supported by KVM. For moreinformation, pleaseched [9].

Speci cations

The Java Speci cation Requests(JSRs) for CLDC include the following:

CLDC version 1.1 (JSR 139) is a badkward-compatible revision of the CLDC

1.0 speci cation, with the sametarget, small deviceswith limited resources,
and the samekey objective, maintaining a tight footprint. JSR 139 includes
new featuressud as oating point and weakreferencesupport, in additional to

other enhancemets.

CLDC version1.0(JSR 30) isthe rst releaseof the CLDC speci cation, which
providesa compactvirtual macine and basiclibraries for resource-constrained
devices.

The next table shavs the padkagesthe CLDC consistsof. All of them but
javax.microedition.io , comefrom the Java 2 Standard Edition (J2SE) and are
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subsetsof the correspnding padkages.

Package Functionalit y
java.io Provides classedor input and output
through data streams
java.lang Provides classeghat are fundamenal
to the Java programming language
java.lang.ref Provides support for weak references
java.util Contains the collection classesand the
date and time facilities
java.microedition.io Classedor the GenericConnection
framework

Table 2.1: CLDC padages

Class le format

In order to enabledynamic downloading of 3rd party applications, CLDC requires
that implemenations support the distribution of Java applications via compressed
Java Archive (JAR) les. The Java Archive (JAR) le format enablesoneto bundle

multiple les into a singlearchive le. Typically a JAR le will cortain the class les

and auxiliary resourcesassaiated with appletsand applications. It is important that

dewelopers can digitally sign the cortents of their JAR les, souserswho recognize
their signature can optionally grant their software security privileges,that otherwise
would not have.

2.2.2 Connected Device Con guration(CDC)

To ensureupward compatibility between con gurations, the CDC is a superset of
the CLDC. The goalsof the CDC con guration is to leveragetechnology skills and
deweloper toolsbasedon the Java Platform Standard Edition (SE), and to support the
feature setsof a broad range of connecteddeviceswhile tting within their resource
constrairts. As we did not usethis con guration at all in this project, we will not go
into more details. Howewer, further information can be found at [10].
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2.3 J2ME Proles

At the implemertation level, a prole is de ned as a collection of Java APIs and
classlibraries that resideon top of a speci ed con guration (thus extendingit) and
that provide the additional domain-speci ¢ capabilities for a group of similar devices.
TheseAPIs include classedor userinterface, persisten storage,media support and
networking. The main goal of a pro le is to to guarartee interoperability between
thosedevices,by de ning a standard Java platform. The Mobile Information Device
Pro le (MIDP) isde ned onthe CLD con guration, while the Foundation (JSR 219),
PersonalBasis (JSR 217) and Personal (JSR 216) pro les are de ned on the CDC.

Next, we give a short description of the MIDP. Howeer, the other three pro les will

not be descriked, as they are built on top of the CDC, which was not usedin our
implemertation.

2.3.1 Mobile Information Device Prole (MIDP)

The Mobile Information DevicePro le (MIDP) isthe only onebuilt ontop of the Con-
nected Limited Device Con guration. When conmbined with the CLDC, it provides
a standard runtime Java environment for today's most popular mobile information
devices,like cell phonesand related devices.The next gure shows a high-lewvel view
of how the MIDP ts into a device. Note that not all devicesthat implemen the
MIDP speci cation will have all the elementss showvn in this gure, nor will ewvery
devicelayer its software asdepictedin gure 2.2.

For a CLDC and MIDP ervironmert, a MIDlet is created. A MIDlet is an ap-
plication created by a J2ME software deweloper, and onceit is written, it can run
on ewery available devicethat conformswith the speci cations for J2ME technology
Two versionsof the MIDP exist at this time, MIDP 1.0 and MIDP 2.0. They are
both outlined next.

Speci cations

MIDP 1.0 (JSR 37)is the original speci cation, which providescoreapplication
functionality required by mobile applications, including basicuserinterfaceand
network security. The goal of this speci cation is to de ne the architecture
and the asseiated APIs required to enablean open, third-party, application
dewelopmen ervironmert for mobile information devices,or MIDs. At a high
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MIDP OEM-Speific Nafive
Ailicatinn Applications Applications
OEM-Specific
Classas
MIDP
CLDC
Mative System Software

Figure 2.2: MIDlet architecture overview

level, the MIDP speci cation assumeghat MIDs arelimited in their processing
power, memory, connectivity and display size. The minimum hardware require-
merts a deviceshould have to be consideredasa MID, are:

{ Display
1. Screen-size96x54 pixels
2. Display depth: 1 bit
3. Pixel shape (aspect ratio): apprax. 1:1
{ Input: One or more of the following user-input medanisms
1. "one-handed keyboard, or ITU-T phonekeypad
2. "two-handed keyboard, or QWERTY keyboard
3. touch screen
{ Memory:
1. 128kilobytes of non-wolatile memory for the MIDP componerts
2. 8 kilobytes of non-wlatile memory for application-created persisten
data
3. 32 kilobytes of volatile memory for the Java runtime

{ Networking: Two-way, wireless,possibly intermittent, with limited band-
width
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MIDP 1.0 extendsthe CLD con guration with the following padkages:

Package

Functionalit y

javax.microedition.lcdui

The Ul API provides a set of features
for implemerntation of userinterfaces
for MIDP applications

javax.microedition.rms

The Mobile Information Device Pro-
le providesa medanism for MIDlets
to persistenly store data and later re
trieve it

javax.microedition.midle

The MIDlet padagede nes Mobile In-
formation DevicePro le applications
and the interactions betweenthe ap-
plication and the ervironment in which
the application runs

Table 2.2: MIDP 1.0 extensionpadkages

All CLDC padagesare alsoincluded and can be usedby dewelopers.

The MIDP 2.0speci cation is basedon the MIDP 1.0speci cation and provides
badkward compatibility with MIDP 1.0 sothat MIDlets written for MIDP 1.0
can executein MIDP 2.0 ernvironmerts. MIDP 2.0 (JSR 118) delivers an en-
hanceduserinterface, multimedia and gamefunctionality, greater connectivity,

over-the-air (OTA) provisioning, and end-to-endsecurity.

Additionaly to the hardware requiremerts in JSR 37, a MID should also have:

{ Memory: 256 kilobytes of non-wlatile memory for the MIDP implemen-

tation, beyond what's required for CLDC

{ Sound: The ability to play tones, either via dedicated hardware, or via

software algorithm

The requiremerts for display, input and networking remainedthe sameas in

the rst versionof the prole. The padagesprovided by MIDP 2.0 are showvn

in the next table.
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Package Functionalit y

javax.microedition.lcdu i The Ul API provides a set of features
for implemertation of userinterfaces
for MIDP applications

javax.microedition.lcdui .game | The GameAPI padageprovidesa se-
ries of classeghat enablethe dewelop-
mert of rich gaming cortent for wire-
lessdevices

javax.microedition.rms The Mobile Information Device Pro-
le providesa medanism for MIDlets
to persistenly store data and later re
trieve it

javax.microedition.midlet The MIDlet padkagede nes Mobile In-
formation DevicePro le applications
and the interactions betweenthe ap-
plication and the environmert in which
the application runs

javax.microedition.medi a The MIDP 2.0 Media API is a directly
compatible building block of the Mo-

bile Media APl (JSR-135)speci cation
javax.microedition.media .contro | | This padkagede nes the specic Con-

trol typesthat can be usedwith a
Player

javax.microedition.pki Certi cates are usedto autherticate in-

formation for secureConnections

Table 2.3: MIDP 2.0 padkages

The Audio Building Block (ABB) enablesdeelopersto add audio sud astones,
tone sequencesaand WAV les to MIDP applications without relying on the
Mobile Media API (MMAPI). The MIDP Game API includes game-sgci c
functionality, sud as sprites and tiled layers, that take advantage of native
devicegraphicscapabilities. A major new feature of MIDP s its ability to dy-
namically deploy and update applicationsover-the-air (OTA). The speci cation
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de nes how MIDlet suites are discovered, installed, updated and removed on
MIDs. Finally, MIDP 2.0 supports HTTPS and leveragesexisting standards
sud as SSLand WTLS to enablethe transmissionof encrypted data.

2.4 MIDlets

The MIDP de nes an application model to allow the limited resourcesof the device
to be sharedby multiple MIDP applications, socalled MIDlets. A MIDlet usesonly
the APIs de ned by the MIDP and CLDC speci cations.

This type of application is the focusof the MIDP speci cation, and is expectedto
be the most commontype of application ona MID. Applications that useclasseghat
are not part of the MIDP speci cation are not expectedto be portable accrossMIDs,
like MIDlets are. Among others, the application model de nes what a MIDlet is, how
it is padkaged,how it should behave sothat the devicecan manageits resourcesand
what the runtime ernvironmert available to the MIDlet is.

Oneor more MIDlets may be padkagedtogetherin a singleJAR le. Eadc MIDlet
consistsof a classthat extendsthe MIDlet classand other classesas may be needed
by the MIDlet. Each MIDlet' s life-cycleis managedby the application managemen
system (AMS), the software in the devicethat managesthe download, installation,
execution,and removal of applications and other resourceson the device.

(d—b.“

KSEEI’H
I /s?ém
4 N
I ﬁaum% i__ﬁgtﬁ#e
@O / \ 4
destroyApp . destroyApp
4

Figure 2.3: MIDlet lifecycle



14 MIDlets

The life-cycle of a MIDlet is preserted in the previous graph. Note that the
startApp() method may be called seweral times if pauseApp() is calledin between.
In the Pausedstate, although a MIDlet is not terminated, it should pauseits threads
and releaseany resourcest obtainedin startApp() . The MIDlet may enter the De-
stroyed state from either Pausedor Active, on a call to destroyApp() . This method
releasesany resourcesacquiredin the constructor, and savesany state information.
More information about the MIDlet life cycle,executionenvironmert and suite padk-
aging can be found at [11] and in the MIDP speci cation.



Chapter 3
Infrastructure

Dewelopershave usually a variety of choicesin platforms, dewelopmert toolsand even
hardware for deweloping and testing of their applications. In this chapter we preser
the infrastructure we used for deweloping our application and the reasonsfor our
choicesin both software and hardware.

3.1 Workstations

The RFID Guardian software was deweloped under Linux. Building the software,
howewer, is also possibleunder Windows using a Linux enulator like Cygwin. The
Guardian's initial user interface was quite minimal: a serial RS-232interface to a
PC host, which contained an attached keyboard and screen. In the corntext of this
thesis,we had to dewelopcodein Java Micro Edition for the implemertation of a more
advancedand portable userinterface that would enableremote cortrol of the RFID
Guardian over Bluetooth. While selectingdewelopmen tools it turned out that all
necessaryoolswereavailable for both platforms. Both Linux and Windows madines
were usedfor testing, but dewelopmen of the J2ME application took part exclusiwely
under Windows.

To nd moreinformation about the installation procedureof the RFID Guardian
software, including how to obtain and/or build prerequisitesfor the Guardian soft-
ware, pleasevisit the RFID Guardian's project page[12].

15
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3.2 Emulators

The goal behind enulation is to mimic the behaviour of real devicesas exact as pos-
sible. The accuracyof the enulation, howewer, correlatesto the di cult y involved
in deweloping it. Emulators can be divided into two categoriesbasedon their pur-
pose: concept enulators do not represen a speci ¢ device, rather they demonstrate
the generalcharacteristics of a certain kind of device, while real-life enulators are
designedto mimic the appearanceand behaviour of an actual device.

We useda concept enulator for testing of our application in the very beginning,
as we did not have a real deviceto test on. The S60 SDK emulator [22] enables
viewing and testing of applications on a PC beforeinstalling them to a real device.
It providesa graphical interface of a real phonewith the neededphonefunctionality
to test an application. The emulator mimics the operation of an application on a
real phone so accurately that application dewelopmen can be done even beforethe
required hardware, that is, an S60smartphone,is available.
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Figure 3.1: S60SDK emnulator

The S60emulator wasuseduntil we get the real devicesto test on. At that point,
interaction with the RFID Guardian was implemerted over a serial line. As soon
as we get the real devices,we moved all commnunication between the two devices
over Bluetooth. From that point, all testing was done on the physical devices. It is
important to mertion that the S60emulator supports Bluetooth connectionunder
the right con guration, so all our testing could be done on the simulator as well.
More information about the S60emulator can be found in [13].
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3.3 Smartphones

Oneof the very important stepsof this project, wasto choosethe deviceson which we
were goingto dewelop and test the application. Someof the mostimportant features
that should be available on the deviceswere the support of Bluetooth connectivity,

secureprotocols like SSL and/or TLS, and also the support of Java applications.
Simple mobile phonesdo not support sud features,sowe turned to smartphones.A

smartphone[23]is a full-featured mobile phonewith personalcomputer like function-

ality. An important feature of most smartphonesis that applications for enhanced
data processingand connectivity can be installed on them. Theseapplications may

be deweloped by the manufacturer of the device, by the operator or by any other
third-party software deweloper. "Smart" functionality includesany additional inter-

faceincluding a miniature QWERTY keyboard or a touch screen.

3.3.1 Selecting Operating System - Symbian OS

We started by taking a look at the operating systemsfor mobile devices,and more
speci cally for smartphones. The most common operating systemsusedin smart-
phonesare Linux, Windows Mobile from Microsoft, Symbian, RIM BlackBerry and
Palm OS. Accordingto Canalys,a leading provider of consultingand market analysis
for the convergedhigh-tedh industry, the worldwide total smartphonedevice market
and market sharesare preserted in the following table.

OSvendor | Q4 2005| % share| Q4 2006 | % share
Symbian 10.7m | 69.6% | 14.7m | 72.5%
Linux 3.3m 21.6% 3.4m 16.9%
PalmSource| 0.6m 3.9% 0.4m 2.0%
Microsoft 0.4m 2.8% 0.9m 4.6%

RIM 0.25m 1.6% 0.8m 3.8%
Others 0.06m 0.4% 0.0m 0.2%
Total 15.4m 100% 20.2m 100%

Table 3.1: Smartphonedevicesand Operating systems

We seethat sewen out of ten devicesrun the Synmbian OS [25]. That was a good
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reasonfor usto choosea devicethat runs that OS, aswe wanted to dewelop an appli-
cation that could run on asmarny devicesaspossible.BesidesLinux is usedasa basis
for a number of di erent platforms deweloped by seeral vendorswhich are mostly
incompatible, Palm OS is lesspopular with dewelopersin generalbecauseof the non
standard Java Runtime Environment, while the other operating systemscover less
than 5% of the total share.

The Symbian OS is the world-leading open operating systemthat powers the most
popular and advancedsmartphonestoday. Someof the world's leading handsetman-
ufacturers like Nokia, Samsung, Motorola, Panasonicand Sory Ericsson use this
operating systemon their devices.Symbian is an operating systemoptimized for mo-
bile terminals and providesa reliable ervironment asit hasbeendesignedsothat user
data is newer lost and the devicerunning the operating systemneednot be rebooted.
Someof the key featuresof Symbian that were of our interest, are

Platform security - proactive systemdefensemedanism basedon granting and
monitoring application capabilities through Symbian Signedcerti cation. In-
frastructure to allow applicationsto have private protected data stores. In ad-
dition, full encryption and certi cate managemety secureprotocols (HTTPS,
SSLand TLS) and WIM framework.

Communications protocols - wide area networking stads including TCP/IP
(dual mode IPv4/v6) and WAP 2.0 (ConnectionlessWSP and WAP Push),
personalareanetworking support including infrared (IrD A), Bluetooth and USB

Graphics- direct accesdo screenand keyboard for high performance;graphics
acceleratorAPI; increasedUl exibilit y

Mobile telephory - Symbian OSv9.2 is ready for the 3G market with support
for WCDMA (3GPP R4 and R5 IMS)

3.3.2 Selecting User Interface - S60 platform

Oncewe chosewhich operating systemour deviceshouldrun, we had to choosefor the
userinterfaceit should comewith. Userinterfacesdesignedfor Symbian OS include
Nokia's S60,NTT DoCoMo's MOAP userinterface for the FOMA 3G network and
the UIQ platform, designedoy UIQ Tednology[28]. Judging by the resultsof another
researb from Canalys [24], on the worldwide total smart mobile device market, we
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decidedthat the Nokia's Ul would be our choise,as Nokia seemedo provide half of
the world's mobile devices.Besides,the FOMA deviceswere only available in Japan
and the UIQ platform wasto be found on a very limited number of devices.

Vendor | Q22005 | % share| Q22006 | % share
Nokia 6.695.800| 54.9% | 9.030.840| 47.7%
Motorola | 556.050 4.6% | 1.586.870| 8.4%
RIM 897.280 7.4% | 1.183.430| 6.2%
Sharp 29.840 0.2% | 1.162.500| 6.1%
Palm 1.057.420| 8.7% | 1.131.120| 6.0%
Others | 2.949.210| 24.2% | 4.849.550| 25.6%
Total 12.185.600 100% | 18.944.310 100%

Table 3.2: Smartphonedevicesand User interface

Nokia's S60 Platform is a complete padage of applications, user interface and
dewelopmen tools. It hasbeendesignedto run on various models of di erent man-
ufacturer's devices. In other words, an application deweloped for S60 Platform will
run smoothly on all deviceswith the sameplatform. This was quite important for
us, as after all we are not designinga device speci ¢ application with very limited
applicability, but rather a platform speci ¢ one, which makesthe application more
applicable.

The S60User Interface (Ul) [26] has beenspeci cally designedfor easy one-handed
use. From the user'spoint of view, probably the most important feature of the plat-

form is its userinterface: A large color screen(seeral resolutions) and the various
input keys(two soft keys, v e-way navigator and se\eral dedicatedkeys). It is easyfor

any userwith experiencein mobile phonesto graspthe basicidea of the Ul. Thereis
alsoa variety of applicationsto be found on S60Platform. Important amongstthese
is the installation enginethat allows the userto add or remove applications to and
from the platform, either via PC Connectivity or Over-the-Air downloads.

We plannedto dewelop our application in Java, as Java is the leading mobile appli-

cation dewelopmer environment with more than 190 operators worldwide that have
deployed Java services,more than 708 million mobile Java devicesin the market of
635+ Java handset models, and around 23 million mobile Java downloads globally
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per month in 2005. S60 Platform provides support for applications written in the

Java programming language. The Java platform implemerted on S60devicesis the

Java 2 Platform Mobile Edition (J2ME), which is designedfor small mobile devices,
sud assmartphones.Any Java application can easily be delivered over the Internet,

or any network, without operating systemor hardware platform compatibility issues.
Java technology componerts run on any kind of compatible devicethat supports the

Java platform.

3.3.3 Selecting Device

We had not only chosenthe operating systemand the user interface of the device
so far, but also the manufacturer (Nokia). The next step was to go through the
set of those Nokia deviceswith the Symbian OS and the S60 user interface, and
choose one for our project. There were a lot of devicesthat supported the S60
platform [27], thus somenecessaryfeaturesfor our application. As long as Bluetooth
connectivity, SSL/TLS and Java applicationswere supported, the devicewas suitable
for our purpose. A list of candidate devicesis given below:

S601st S602nd S603rd
Nokia 3660 Nokia N70 Nokia 5700,Nokia N77
Nokia N-Gage | Nokia N90 Nokia E90, Nokia E65
Nokia 3650 Nokia 6680 Nokia N76, Nokia N93i
Nokia 7650 Nokia 6681 Nokia 6290,Nokia N95
Nokia N-GageQD | Nokia 3230 Nokia E50, Nokia N73
Nokia 6630 Nokia N93, Nokia N80
Nokia 6670 Nokia N92, Nokia N71
Nokia 7610 Nokia E70, Nokia E61
Nokia 6260 Nokia E60, Nokia 3250
Nokia 6660 | Nokia N91, Nokia 5500sport

Table 3.3: Nokia devicesgrouped by S60edition

First, we eliminated the devicesthat were not using the latest version of S60,as
the newest version S603rd edition included an improved look and feel, more features
for multimedia and businessapplications, and better security. Then we decidedwe
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did not want to useone of the very latest models of Nokia, but we would prefer to
dewelop our application for a devicethat was already to be found in the market. So
Nokia 5700, N77, E90, E65 and N76 were out of the question. For the rest of the
devices,we took into considerationthe Java technology supported and found that
Nokia N71, 6290, 5500 Sport, E50, N73, N93, N80, N92, 3250, N91 and N71 did
not support the MIDP 2.0 speci cation with enhanceduserinterface and end-to-end
security. Moreover, thosedeviceshad very limited standby/talk time, which was not
desirablein our case,as we wanted the device constarily connectedto the RFID
Guardian over a Bluetooth communication channel.

From the remaining devices,we choseE61 asit wasthe only onesupporting both
phone keypad and full (QWERTY) keyboard, it had the longeststandby/talk time,
a reasonableprice and the best design. It may not have a camera,but this was not
really what we were interestedin.

Figure 3.2: Nokia E61

Besidesthe E61 device,we decidedto useanother devicethat looked more like a
normal phone. The E60 device had ewerything that the E61 supported, but it had a
normal keypadand a much smaller screen.More information on both devicescan be
found in [14], [15].
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Figure 3.3: Nokia E60

3.4 |IDEs

There are se\eral Integrated Developmert Environmerts (IDEs) for Java Micro Edi-
tion dewelopmern. Theseinclude NetBeans[16], Jbuilder [17] and Eclipse[18]. Eadh
of them hasadvantagesand disadwantages. NetBeansfor example,is easyto useand
providesall the basicfunctionality in one padage,while on the other hand commernts
over the Internet and other thesis' point out its instability. JBuilder from Borland
may be a great pieceof software, but is not available for free.

Eclipseis (much more than) an open-sourcelDE for Java dewelopmern and can
be extendedwith plugins for J2ME application dewelopmen. Available plugins for
J2ME dewelopmern include Carbide.j [13] and EclipseME [19]. Creating application
padkages(MIDlet suites)is madeeasyusingeither Carbide.j or EclipseME. The good
look-and-feeland the author's previousexperiencewith Eclipsealsoplayed somerole
towards the decisionto useEclipseasour IDE.

As Carbide.j could both be integrated with all above mertioned IDEs and run as
a standaloneapplication, it becameour choice. Carbide.j providestools for creating
Mobile Information DevicePro le (MIDP) and PersonalPro le (PP) applicationsand
deploymen padkages,signing applications, and deploying applicationsto devices. It
is alsoan essetial tool for managing,con guring, and running enulators for various
Nokia platform and device SDKSs, asthe onewe used.

It turned out, howeer, that Carbide.j waslessand lessusedby dewelopersastime
wert by, andthat EclipseMEwasbecomingmoreand morepopular within dewelopers.
EclipseME is now the plugin to use within Eclipse, as Carbide.j dewelopmen has
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stopped.

3.5 Blueto oth

A Bluetooth dongle and Bluetooth software was necessaryin order to make com-
munication betweenthe phonesand the RFID Guardian simulator or the real RFID
Guardian device, possible. Any Bluetooth donglewould do, if it supported version
greaterthan v1.2, which is the onethat our smartphonessupport. The software that
we usedwas BlueSoleil[20], asit is very easyto useand was already available at our
workstation from earlier, personaluse.

Figure 3.4: Bluetooth dongle

A small con guration had to be madeto the Serial Port Pro le service,so that
the RFID Guardian simulator listenedto the sameserialport that our smarthphones
connectedto, on our workstation. BlueSoleilo ers two Serial Port services.To make
testing faster, we disabled one of the available services,and left only one available.
If both of the serviceswere available, the smartphonewould have a choice between
the two servicesewery time we tried to connect,and we would have to derny accesgo
the inappropriate serviceewery time. Having only one available servicemade things
a bit easierand faster.

The COM port on the available Serial Port Pro le servicehad to be modi ed,
sothat it matched the COM port that was usedby the RFID Guardian simulator.
Another option of coursewould be to modify the COM port that the RFID Guardian
simulator used. The COM port number itself is not soimportant asthe fact that it
had to be the samefor both the Bluetooth software and the Guardian simulator. For
the completenes®f this documen, the COM port that we usedwasthe COMS8, while
the default COM port usedby the Guardian simulator is the COM15 (/dev/it yS14
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in Windows).

3.6 RFID Guardian

The RFID Guardian device did not support bluetooth connectivity at the time of
dewelopmen of our application, but that was in progressat the sametime. Thus,
the RFID Guardian simulator was usedfor testing most of the time for this project.
When the Bluetooth module becameavailable on the physical device, we connected
and cortroled it from our application successfully

3.7 3rd party software

We feelthe needto mertion that we usedAntony Pranata's software to capture the
screenshotson our smartphones,that we display throughout this documer. The
Screenshot software is very simpleto use, it is free and can be found at [21].



Chapter 4

Structure of the MiIDlet

In this chapter we give a short description of the application. We start by describing
what the RFID Guardian supported functionality is and then we give a high level

descriptionof the MIDlet. What we have tried to dois to createa simple, easy-to-use
and easy-to-learnapplication, despitethe complexity and number of di erent actions

that the user- Guardian comnunication may involve. For that purposewe have used
iconsthroughout the application, sothat the usedcan get familiar with the applica-

tion even easier.

4.1 RFID Guardian basics

The RFID Guardian [5], [6] is a portable battery-powered device that mediatesin-
teractions betweenRFID readersand RFID tags. The RFID Guardian resenbles an
"RFID rewall", enablingindividuals to monitor and cortrol accessto their RFID
tags by combining a standard-issueRFID readerwith RFID tag enmulation capabili-
ties. The on-board RFID readerconbined with the novel tag enulation capabilities,
enforceconformanceto a certralized security policy.

In the rest of this sectionwe shortly descrike the designof the RFID Guardian,
focusing on four fundamertal issues: (i) auditing, (i) key managemet) (iii) access
cortrol, and (iv) authertication.

25
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4.1.1 Auditing

Auditing isimportant in the RFID Guardian, asit is a prerequisitefor the enforcemen
of RFID security policies. Moreover, it furnishesindividuals with both the awareness
and proof neededto take legalrecourseagainstperpetrators of RFID abuse.Auditing
comesin two forms: scanlogging and tag logging. Monitoring of RFID scansand
tags in the vicinity of the RFID Guardian does not only sene as a barometer of
(unauthorized) RFID activity, but can alsobe usedto produce useful statistics and
nd correlationsamongthe loggeddata.

4.1.2 Key management

The security functionalities of RFID tags, require the use of asseiated key values.
Userscan deactivate and reactivate their RFID tags, using operationslike kill, sleep
and wake all of which require the use of secretauthorization keys. A usercan also
perform encryption, decryption or authertication with crypto-enabled tags, using
cryptographic keys.

Keys must be acquired, stored and available for useat the appropriate times. The
RFID Guardian is well suited to manageRFID tag keys due to its 2-way commnu-
nications abilities. It acts like an RFID reader, querying tags and decaling the tag
responsesand it canalsoenulate an RFID tag, allowing it to perform direct in-band
communicationswith other RFID readers.Tagkey transfer could occur by eavesdrop-
ping on the RFID channel when a readerissuesa query cortaining the desiredkey
information or can be transferedover a securechannel by "Guardian aware" readers.
Finally, they can be ertered manually via the userinterface.

4.1.3 Access Control

Unlike most existing RFID courtermeasurethe RFID Guardian maintains a certral-
ized security policy, implemerted asan AccessCortrol List (ACL). The list cortains
information about which readershave accesgo which tagsin which situations. The
ACL resenblesoneusedby a standard padet Iter, that allows or deniesRFID traf-
¢ basedupon the querying reader (if known), the targeted tag(s), the attempted
command,and the cortext (if any). Creating of groupsof e.greaders,tagsand ACL
con guration is available via the userinterface aswe will seelater on.
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4.1.4 Authen tication

It is important for the RFID Guardian to know which readersendswhich query; soit
can enforcethe security policy, accordingto the current ACL. The RFID Guardian
o ers "o -tag authertication” by authenticating RFID readerson behalf of the RFID
tags, that do not support sud functionality by themsehes. Authentication keysmust
be exdhangedprior to authertication betweenthe RFID Guardianandthe RFID read-
ers. This can happen either aheadof time or using on-the-y means.

For a more detailed description of the RFID Guardian's system functionality
pleaserefer to [6] and visit the homepageof the RFID Guardian project [29].

4.2 MiIDlet structure

Communication betweenthe RFID Guardian and a usercaninvolve somarny di erent
actions, that it is necessarto group theseactionsin order to create an application
that is easyto useand learn. As the application is intendedto run on mobile devices,
the restrictions are marny. Battery consumption, limited display spaceand input
methods are someof them. An application that displays a lot of information in
one screenor constartly requiresinput from the user, other than using the 5-way
navigation key or the so called soft keys, would make it dicult to use. It is more
than clearthat e ciency is a very important issue,therefore has a ected the design
of this application signi cantly.

42.1 Main Menu

The four fundamerial issuesof the RFID Guardian, auditing, key managemet) ac-
cesscortrol and authertication, wereusedat rst asgroupsweresimilar actionswere
put together. Howewer, as the application was growing bigger and bigger, it turned
out that sud a division wasimpractical and get to make things more and more com-
plicated. As actions could be grouped accordingto their target, that is for example
either a tag or a readerin someof the caseswe decidedto group actions under what
we called Tags and Readersoptions. Auditing and Access Control related actions
could stay accordingto the initial grouping. Furthermore, actionsthat are considered
advancedfor the unexperienceduser were put together under the Advancedoption.
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Finally, asis it oneof the very rst operationsto do eat time we want to establish
a connectionto the RFID Guardian, we decidedto createthe Connect to Guardian
option.

These six options form the Main Menu of our application, giving a clear view
even to the rst time user of what the application is about and where to look for,
accordingto what he/she wants to do.

(gl Main Menu
—

’ Readers

A Access Control

Auditing
A ced

Options : ' Help

Figure 4.1: Main Menu

In the rest of this chapter, we give a short description of eat of theseoptions and
what kind of actionsare under them. A more detailed descriptionwith code samples
and screenshotss madein the following chapters.

4.2.2 Tags

Operationsthat point on tags are groupedin this option. Tagrelated actionsinclude
conductingan RFID s@an to nd the tagsin the vicinity of the RFID Guardian, tag
key management tag spoo ng and managemen of tag lists. Ownership transfer of
tags is also available under this item of the Main Menu.

One could say that the RFID san action should go under the Readersoption, as
the RFID Guardian acts like a readerin that case.Howeer, asthe result of the scan
will be the scannedtagsin the areaof the Guardian, we put this operation under the
Tagsitem. Similarly, the managemen of tag lists could be consideredas an Access
Control action. Howewer, we think that it is better to have this option available
hereasit is closerto tags, than the AccessControl List, wherethe rules betweenthe
readersand tags (or groupsof tags) are speci ed.
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p transfer U 7
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Figure 4.2: Tags

4.2.3 Readers

Selectingthe Readersoption givesaccesto commandsand operationsthat the RFID

Guardian usesto cortrol the behaviour of remote readers. As sud, readerscan be
addedto or removed from the certralized AccessCortrol List. Furthermore, creation
of roles, which are very closerelated to readers,and assignmets of rolesto readers
and vice versa(readersto roles) are available here. Finally, key managemen options
are also available here.

3 List of Roles

Key management
Add/Remove reader
Create/Delete role

Figure 4.3: Readers

4.2.4 Access Control

One of the most important parts of the RFID Guardian is the AccessCortrol List
accordingto which its behaviour and actions are speci ed. Dierent ACLs can be
speci ed and loaded, while alsocortext related actions are available. Con guring an
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ACL would meanthat direct accesgo les on the RFID is necessary All les are
accessiblehere, so that the user can navigate through them and selectthe prefered
ACL. The status of the ACL can be cheded hereand can alsobe either reloadedor

cleared.
status
ACL reload
acl save UNIMPL
Clear ACL
Figure 4.4: AccessCorntrol List
4.2.5 Auditing

Auditing of comnunication can provide very useful information. Here, the log les
where we keep track of commnunication between the mobile device and the RFID
Guardian or the RFID Guardian and remotereaders,canbe found. The rst kind of
information was very usefulduring the dewvelopmen of the application asit was used
for debuggingpurposes.

B Taglogs
B Scanlogs
B Action log

Figure 4.5: Auditing
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4.2.6 Adv anced

This option includesactions and operationsthat are consideredadvancedfor the in-
experienceduser. Advancedoperationsinclude loading new programs, re ashing the
EEPROM of the RFID Guardian, cleaningup its le system,etc. It is important
that all operations are carried out carefully, otherwiseit is possiblethat irreversible
damageis causedto the RFID Guardian's or the mobile device's le system. Con-
guration changesto ACLs can be lost and even the security of the RFID Guardian
could be compromised.

F (gl Advanced
v EEl

A Configuration
»  Administration

ok ‘ Back

Figure 4.6: Advancedoptions

4.2.7 Connect to Guardian

One of the most basic operations is provided in this option; the connection estab-
lishmert to the RFID Guardian over Bluetooth. This is usually the rst thing to
do (connectto the RFID Guardian) when starting the application, as a connection
betweenthe mobile phoneand the Guardian is necessarypeforeany other interaction
betweenthe two devicesis possible.

In the following chapters we give an extensiwe description of all available options
under the six items we descriked above. We will make the exceptionto start with
the last item, asan establishedBluetooth connectionis necessaryaswe just said, for
most of the other operations of the application. We then cortinue with the rest of
the items in the order they were descrited above and appear in the Main Menu of
our application.






Chapter 5

Blueto oth

This chapter descritesthe Bluetooth wirelesstechnology basicsand the implemerta-
tion of the Bluetooth connectionpart of our application, that enablescommnunication
betweenthe RFID Guardian and a mobile device- smartphone.

5.1 Blueto oth basics

Bluetooth wirelesstechnology is a short-range comnunications technology intended
to replacethe cablesconnectingportable and/or xed deviceswhile maintaining high
levels of security. The key featuresof Bluetooth technology are robustnessow power
and low cost. The operating range dependson the deviceclassand can be up to 100
meters (300 feet) for industrial purposes.The most commonly usedradio is Class2,
that allows commnunication in the rangeof 10 metersand is most commonly found in
mobile devices[30].

Class | Max. permitted power Range
Class3 100mw 100 meters
Class2 2.5mwW 10 meters
Class1 Imw 1 meters

Table 5.1: Bluetooth comnunication range

The Bluetooth speci cation aims to allow Bluetooth devicesfrom di erent man-
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ufacturers to comnunicate with ead other, thus is more than just a radio system.
The speci cation outlines a completeprotocol stak to ensurethat Bluetooth devices
can discover eat other, nd the available serviceson other devicesand use them.
The Bluetooth stadk is made up of seweral layers, implemerted both in software and
hardware. Application dewlopersdo not really needto know ewery detail about the
protocol stadk. Howeer, the readercan nd more technical information about the
protocol stadk in [31].

As Bluetooth is primarily designedfor low power consumption,it is thereforeideal
for comnunication betweenthe RFID Guardian, which is a mobile battery-powered
device,and any mobile phone. The mobile phones[32],[33]we usedfor dewelopmen
and testing of our application, both support the Bluetooth v1.2, that allows data rates
up to 1Mbps.

5.2 Java APIs for Blueto oth Wireless Technology

To support dewvelopmen of Bluetooth-enabledsoftware on the Java platform, the Java
Community Procesg(JCP) hasde ned JSR 82, the Java APIs for Bluetooth Wireless
Tednology The functionality provided by the JSR 82 APIs can be divided in three
categories[36]:

Discovery - devicediscovery, servicediscovery
Comm unication - establishingRFCOMM, L2CAP and OBEX connections

Device management - Managing and cortrolling connections,including the
security aspects

The most complexaspects of a writing a Bluetooth application are probably the
deviceand servicediscovery. JSR 82 de nes the classDiscoveryAgent that supports
both deviceand servicediscovery. The next sectionepxlains devicediscovery, while
section1.2.2descritesservicediscovery.

5.2.1 Device Discovery

A device discovery, or elsean inquiry is initiated by the startinquiry() method
of the DiscoveryAgent. This method placesthe device into inquiry mode, and
will seard for deviceswith the specied inquiry accesscode. The length of the
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inquiry is implemertation dependernt. Note that a local device must have only one
DiscoveryAgent object. This classalsoprovidesa method to stop the inquiry before
completing; the cancellnquiry() . This method will remove the devicefrom inquiry
mode. Later on, we descrilke how we usethis method and why it can be very useful
to useit.

The DiscoveryListener interface allows an application to receiwe device discorery
(and servicediscovery) ewerts. The interface providestwo methods related to device
discovery:

deviceDiscovered() indicateswhether a devicehasbeendiscovered

inquiryCompleted() indicateswhetherthe inquiry hassucceedediriggeredan
error or beencanceled.

The following graph illustrates the devicediscovery statesreaded as a result of
DiscoveryListener callbadks.

startInquiry()

Inqiry
Started

Device Inqmry Inquiry Inqmry
Discovered/ \Completed Error Terminated

Figure 5.1: Devicediscovery state diagram

inquiryCompleted ()

deviceDiscovered()

Device discorery beginswith a call to startinquiry() , after an object of the
classDiscoveryAgent is created. There are two types of inquiry, speci ed by two
inquiry accesscodesrespectively: the General Inquiry AccessCode (GIAC) is used
whena deviceis generaldiscoverable(for an unde ned period of time) andthe Limited
Inquiry AccessCode (LIA C) is usedwhena deviceis discorerablefor a limited period
of time only. As the inquiry progressesthe Discovery Agert invokes the callbadk
methods deviceDiscovered() and inquiryCompleted() asappropriate.
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5.2.2 Service Discovery

Besidesthe support for devicediscovery, the DiscoveryAgent alsoencapsulateshe
functionality provided by the servicediscovery application pro le. Di erent Bluetooth
devicesmay o er di erent services.This classprovidesan interfacefor an application
to seart and retrieve attributes for a particular service. There are three methods
that relate to servicediscovery:

searchServices() initiates a servicediscovery

cancelServiceSearch() cancelsany servicediscorery operation presetly in
progress.

selectService() initiates a servicediscovery

The searchServices() method is usedto seart for a serviceon a singledevice.
In casewe don't carewhich deviceo ers a service,the selectService() method will
do a serviceseart on a set of devices.
The DiscoveryAgent will invoke service-disceery callbadk methodsfrom the DiscoveryListener
interface at di erent points in the servicediscovery searti. Two sud methods are
provided in this interface:

servicesDiscovered() indicateswhether serviceshave beendiscovered

serviceSearchCompleted() indicatesthat servicediscorery hascompleted

Whenewer a matching serviceis found on a device, the servicesDiscovered()
will be called. The serviceSearchCompleted() will be called when the servicedis-
covery is over. A responsecode will indicate the reasonthat the serviceseart was
terminated. Resmpnsecode examplesare SERVICESEARCBOMPLETEDI SERVICE
SEARCHEEVICENOTREACHABLRat indicate successfutompletion and that the de-
vice could not bereated (or a connectioncould not be established)respectively. The
following graph ( gure 5.2) shaws the servicediscovery statesreaded as a result of
DiscoveryListener callbads.

A servicediscovery isinitiated with acall to searchServices() or selectService()
As the serviceseard progressesthe DiscoveryAgent will call badk the servicesDiscovered()
and serviceSearchCompleted() to indicate the appropriate evert.
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Figure 5.2: Servicediscovery state diagram

UUID and ServiceRecord classes

The UUID and ServiceRecordclassesare closelyrelated to servicediscovery. In the
Bluetooth technology ewery serviceand serviceattribute is uniquely idertied by a
UniversalUnique Identi er (UUID), which is guararteedto be unique accrossall time
and space.This UUID is usedin the searchServices() method in our application,
to specify the servicethat we are interestedin. As we will be using the Serial Port
Pro le (SPP) serviceto exdhangedata betweenthe phoneand the RFID Guardian,
the UUID declaration will look like this:

/**
* A constant UUIDfor Serial Port Profile.
*/
static public final UUIDUUID = new UUID("1101", true);

This declaration along with some other Bluetooth properties, as the discovery
mode (GIA C) and the security options (NOAUTHENTICA TE_NOENCRYPT), can
be found in the BluetoothSettings interface (BluetoothSettings.class). The service
attribute ID for the SPP is de ned in the Bluetooth AssignedNumbers documert
[34], along with a large number of other serviceattribute IDs.

The ServiceRecordnterface describesthe characteristics of a Bluetooth service.
It cortains a set of serviceattributes, where ead serviceattribute is an (ID, value)
pair. A Bluetooth attribute ID is a 16-bit unsignedinteger, and an attribute valueis
a DataElement For further information on theseinterfacesrefer to [35].
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5.3 Connecting to the RFID Guardian

We have already descriked the basicsin Bluetooth technology for discovering devices
and servicesavailable on those devices. We will now shav how we make use of this
functionality to connectour mobile phoneto the RFID Guardian.

Before you start the application, you should enable the Bluetooth on your de-
vice. At the time of writing, it was not possibleto enablethe Bluetooth through
J2ME. In casethat Bluetooth is not enabledwhen a devicediscovery is attempted,
a BluetoothStateException  will be thrown and the application will have to be
restarted.

5.3.1 Device discovery

As we said earlier, some Bluetooth properties are set in the BluetoothSettings
interface. This makesit easierto apply any changes,asthe propertiesare all located
in the sameinterfaceand not scateredin the source les of the application. The basic
idea behind the connectionpart of our application is that we rst we try to discover
any devicesthat arein the proximity of our mobile device,then chooseone of those
devicesand perform a serviceseart and attempt to connectto the desiredservice,
which againis speci ed in the BluetoothSettings

Navigating to Main Menu > Connect to Guardian will display the following screen.

Figure 5.3: Bluetooth connectionscreen

Pressingthe "Start sear®©" (left soft key) will causethe executionof the following
code:

/Istart search



Connectingto the RFID Guardian 39

if('BT.connected)
{

protocol = new ConnectionProtocol();

try
{

protocol.setUserName(Lo calDevic e.g etLocalDevi ce() .get Fri endl yNars() );

}

catch (BluetoothStateException  e)

{

protocol.setUserName("m yDevice" );

newDiscoveryThread = new DiscoveryThread(midlet,  protocol, this);
newDiscoveryThread.start ();

setinquirylnProgress(tru e);

list.removeCommand(start );

list.removeCommand(connect) ;

list. addCommand(stop);

else

alert = new Alert("Error", "You are already connected. Disconnect to start
new search.”, null, null);

alert.setTimeout(Alert.F ORKEER)

alert.setType(AlertType. INFO);

display.setCurrent(alert );

In casethe deviceis not already connectedto another device,a new object of the
classDiscoveryThread is createdand it's start() method is called. That would
actually put the deviceinto inquiry mode as descriled before and explained below.
All found devicesare storedin the vector foundDevices. This vector is clearedevery
time a new inquiry is started. The start() method of the DiscoveryThread looks
like this:

try
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{
foundDevices.removeAllE lements ();
newBT .list.deleteAll();
agent = LocalDevice.getLocalDevice ().g etDisco very Agent() ;
synchronized (waitMutex)
{
LogScreen.log("Start  inquiry method...\n");
agent.startinquiry(Blue too thSettin gs. DISCOVER_MDDE, this);
waitMutex.wait();
}
}
catch (BluetoothStateException bte)
{
LogScreen.log("Error: " + bte.getMessage() + "\n");
Alert alert = new Alert( "Error!", "Bluetooth might not be enabled!",
null, AlertType.ERROR);
alert.setTimeout(2000);
MainList.BTenabled = false;
display.setCurrent(aler t, newBT.list);
}
catch (Exception e)
{
LogScreen.log("Discover yThread-Excepti on: " + e.getMessage() + "\n");
}

After the foundDevices vectoris cleared,we alsoclearthe displayed list of devices
in the screen. Then we try to get the Discovery Agert of the device and call the
startinquiry() method. If all goesright, then the device discovery is started.
Whene\er a deviceis discovered, the deviceDiscovered() method will be calledand
it will add the deviceto the foundDevices vector and also display it in the list of
devicesin the screen.Note that the friendly name of the devicewill be displayed by
default. If the friendly nameis not set, then the addressof the devicewill be shavn.
For a more detailed description of this part, pleasechek the addDevicelnList()
method of the DiscoveryThread class.

Oncethe inquiry is completed,the DiscoveryListener will call the inquiryCompleted()
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Figure 5.4: Devicediscovery in progress

method, which will alsonotify the waitMutex object, as shavn below:

public void inquiryCompleted(int  discoveryType)

{
LogScreen.log("Inquiry completed successfully\n");
synchronized (waitMutex)

{
waitMutex.notify();

}

In casesomethinggoeswrong, an Exceptionwill bethrown. The BluetoothStateException
will be cauglt in the casethat Bluetooth is not enabledon the deviceor the device
doesnot allow an inquiry to be started due to other operations that are being per-
formed by the device. During the dewelopmern of the application, we useda le on
the deviceto log messagest di erent points of the application. The log() method
of the LogScreen classwas usedfor this purposeand the le wasusedto make de-
buggingeasier. You canseean examplein the following picture, wheremessagefrom
the devicediscovery part were logged. Here you can seeboth the friendly name of
the device(myRFID _Guardian) and its address(0011672EBASE).

It isimportant to mertion that whenan inquiry is in progressthe option to cancel
this inquiry is o ered. That canbe very usefulin environments with a lot of devices.
Supposethat the device you want to connectto is already discovered in sud an
environmert. The inquiryCompleted() method will not be calledaslong asdevices
are discorered. This meansthat you cannot connectto the desireddevice until all
devicesin the areaare found. Being able to stop the inquiry at any time can save
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Figure 5.5: Example of devicediscovery log

battery on the deviceand alsosigni cant time for the user. Just to give an example,
our application wastestedin a busy place,the Amsterdam Airp ort Schiphol, and the
devicediscorery was not completedeven after 4 minutes. Being able to connectto
the RFID Guardian and cortrol it at any time is critical. Cometo think of it, it could
even be disastrousin somecasesnot to be able to connectto the Guardian quickly
and leave someof your tags unprotected for sometime. The next two pictures show
what you would get on your mobile device'sscreenafter an inquiry has stopped. In
the left image, the inquiry was completedsuccessfullywhile in the right oneit was
cancelledby the user.

Figure 5.6: (a) Devicediscovery completed,(b)device discorery cancelled

5.3.2 Service discovery

Oncethe devicediscovery is completedor stopped, we can proceedto the next step
which is to discover the servicesof one of the devices.We mertioned beforethat we
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will be usingthe SerialPort Pro le to exdhangedata betweenthe RFID Guardian and
our mobile device. The SPP is basedon the Bluetooth Radio FrequencyCommunia-
tion protocol, or RFCOMM. RFCOMM provides functionality similar to a standard
serial comnunications port (RS-232serial port), which is utilized as a stream con-
nection at the Java level.

To start the service discovery on a device, you have to scroll over the device
you want to connectto and press"Options”. You will get two options; start a new
devicediscorery or open a connectionto the deviceyou selected.By pressing"Open
connection" asyou can seein picture 1.8, the servicediscovery will be started.

new Thread(new Runnable()

{

public void run()

{
try
{
Thread.sleep(2000);
newDiscoveryThread.sear chSeavi ces(inde x);
}
catch (InterruptedException e)
{
LogScreen.log("Error: " + e.getMessage());
}
}

}.start();

The searchServices() method is calledin a separatethread, asthe main thread
is usedto display an animated alert to indicate the progressof the operation, asyou
can seein the following picture.

There aretwo important parts here. The rst isthe call to the searchServices()
method of the DiscoveryAgent. That would start the servicediscovery as we de-
scribed beforeand call bad the serviceDiscovered() method if the serviceis found
onthe device. In that casea StreamConnection would be attempted to openbetween
the remote deviceand the our mobile device,and a connectionto be established.The
following pieceof code implemerts that part:

try {
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Figure 5.7: (a) Start servicediscovery, (b) Servicediscovery in progress

streamconnection = (StreamConnection) Connector.open(url);

streamconnection = new WorkaroundStreamConnection (streamconnection);
bt inputstream = streamconnection.openinp utSt ream();

bt outputstream = streamconnection.openOu tput Stre am();

ris = new RawlnputStream(bt_inputs trea m);

ros = new RawOutputStream(bt_outputstr eam);

/IConnection established

LogScreen.log("Connecte di\n ");

alert = new Alert("Info", "You are connected to the device ™ +
deviceString(currentDevice )
+ " null, AlertType.CONFIRMATION)

alert.setTimeout(2000);

//[dont go through the rest of the services, or another search

cancelConnection();

agent.cancelServiceSear ch(t ransld) ;

}
catch (SecurityException e) {
//lUser does not give permission to connect
alert = new Alert("Error", "You are not authorized to connect.",
null, AlertType.ERROR);

alert.setTimeout(2000);

/[don't try the rest of the services, nor another search

agent.cancelServiceSear ch(t ranslid) ;

t = BluetoothSettings.MAX_T RY COUN TOSEARCHSERNICE;
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To save in time and other resourcesas battery, we cancelthe servicediscorery
both in casea servicewas found and a connectionestablishedand in casethe user
did not give permissionto establishthe connectionto the remote device. Unlessthe
MiDlet is signed,the userwill be asked upon attempting to connectto any remote
devicefor permission. An exampleis show in the picture below.

Figure 5.8: Connectto remote device

The searchServices() method returns with a positive number, the transaction
ID which we storein a vector. In casea connectionis successfullyestablished,there
is no needto keep further these numbers. The cancelConnection() is not only
responsible for removing the transaction IDs from the vector but alsofor calling the
cancelServiceSearch() for ead one of them. As we just said, by cancelingthe
serviceseart we save in time and battery. The cancelConnect() method lookslike
this:

public void cancelConnection()

{
/ILogScreen.log("Cancel ing connection...\n");
for (int i=0; i < translds.size(); i++)
{

Integer pendingld = (Integer) translds.elementAt(i);
if (agent.cancelServiceSear ch(pendngl d.i ntValue( )))

{

translds.removeElement( pending Id);
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}

/ILogScreen.log("Connec tio n canceled..." + translds.size() + "\n");

}

The other important thing is that we put the call to searchServices() into a
loop. Originally, we usedto try only onceto call this method and we always get that
the servicesearth was completedwith the responsecode SERVICESEARCHRROR
wasquite di cult to realizewhat waswrong. We noticed though that a serviceseard
even on commercialsoftware like the BlueSoleilalsofailed in the rst attempt most of
the times. Our problem wassolved just by putting the call to the searchServices()
method into a loop, asillustrated below:

UUID uuids[] = new UUID[] { BluetoothSettings.UUID };
serviceSearchinError = false;

for (t = 0; t < BluetoothSettings.MAX_TRY_ CONT_D_SBERE_SRVIE; t++)
{

synchronized (waitMutex)

{

currentDevice = (RemoteDevice) foundDevices.elementAt(de vic e);
LogScreen.log("Searchin g the SPPservice on ™

+ deviceString(currentDevi  ce) + "\n");
try

{

int transld = agent.searchServices(nu Il, uuids,
currentDevice,  this);
transids.addElement(new Integer(transid));

}

catch (BluetoothStateException  e)

{

LogScreen.log("Error: " + e.getMessage());

}

waitMutex.wait();

}
Thread.sleep(2 * 1000);

If the input and output streamsare successfullyopenedas descrited above, then
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we are ready to cortrol the remote device (RFID Guardian) from our mobile device
over Bluetooth. An alert will be displayed to verify the establishmen of the connec-
tion and somemessagewill be loggedin the le we usefor debugging. Examplesare
given in the following pictures.

Figure 5.9: (a) Connectionestablished,(b) Serviceseard log example

It is important to understandthat a connectioncan be establishedto any device
that o ers the Serial Port Pro le service. However, if that deviceis not the RFID
Guardian, then it doesnot make so much senseto usethe rest of the application.
The signalsthat we send over the Bluetooth connectioncan only be translated by
the Guardian. Whene\er a signalis sern to the Guardian, another signalis expected
to the mobile phone. Non-Guardian devicescannot translate the signalsthey receiwe
from our application, so they cannot reply with right messages.As a result, the
application erters a state whereit waits for "answers" from the Guardian forewer.

In the future, we may add another step in the connectionestablishmen process
to idertify the remotedevice. That could be assimple assendinga simple message&o
the Guardian and waiting for the right answer. If that answer doesnot arrive within
sometime that we de ne, the connectioncould be immediately closed.

5.4 Disconnecting from a remote device

After a connectionwith the RFID Guardian is established,the main list of the ap-
plication is shavn. Actions performedby the RFID Guardian can now be corrolled
remotely, asinformation can be exdhangedbetweenthe local deviceand the remote
one(RFID Guardian). In casethe connectionis no longernecessaryit canbe closed.
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To do that, we simply needto navigate to Main Menu > Connect to Guardian. An
alert will be shavn to inform the userabout the connectionthat is already open and
in the next screen,a "Disconnect” commandwill be available (pictures 1.13,1.14).
By pressingthe "Disconnect" command,all stream connectionstothe remote device
will be closedand the "Start seart1" commandfor a newdevicediscovery will become
available, asin picture 1.3.

Figure 5.10: (a) Connectionopen, (b) Disconnectfrom device

As the application does not allow multiple connectionsto di erent devices,we
intentionally o er the "Disconnect” command as the only command available if a
connectionis open. In the future, and if it turns out that multiple connections

support is necessarywe will o er the option to start deviceand serviceseard, even
if a connectionis already active.



Chapter 6
Tags

Tags(or transpoders) represen the actual data-carrying devicesof an RFID system.
They typically consistof a coupling elemen, sud as an antenna coil, which is used
for comnunication, and a microchip, which is usedfor storageand possibly for com-
putations. Tagsare usually classi ed accordingto their sourceof power supply [38].
Activ e transpoders have their own sourceof power, sud as battery, which supplies
all or part of the power required for the operation of the microchip and the comnu-
nication with a reader. Passi\e transpoders draw all the power they needfrom the
electromagneticeld of the reader. Finally, semi-passie tags have a battery but may
only respond to incoming transmissionsand they don't initiate commnunication with
readers.

The tag related operations that can be found under the Tags item in the Main
Menuare the following:

Conduct RFID scans
Transfer ownership of tags
ManageTag Lists

Do key management

Do tag spo ng

In the next chapters, we descrile someof the most important functionality of
the application. Note that someparts may not be fully functional, fact that will be
pointed out when describingthem. In the near future those parts will be nished,
making the application even more complete.

49
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6.1 Manage Tag Lists

Tag list managemen is available under Main Menu > Tags > ManageTag Lists. In
the following picture, the screenwith the available options is displayed.

Figure 6.1: ManageTag Lists

Note that beforeanything of the following is possible,the mobile devicehasto be
connectedto the RFID Guardian and alsoan AccessCortrol List hasto be loaded.
To seehow you can setan ACL directory pleasechedk 9.1 "Select ACL" or navigate
to Main Menu > AccessControl > ACL rules > Selet ACL directory.

6.1.1 Tag set show - hide

Tagscanbe groupedinto sets. This way it is possibleto specifyin the AccessCortrol
List which readerscan accesawhich setsof tags, without having to specify explicitly
ewery tag. The RFID Guardian keepsall tagsit knows about in a glolal set. Besides
this set, the useris free to create and delete setsof tags and put tags in those sets
without any restrictions.

By clicking the ShowSets item, a requestis sent to the RFID Guardian to
get the list of sets of the current ACL. Then the list of items diplayed in the
screenis updated, to shav the setsthat the Guardian returned as an anwser. The
updateListElements() function is responsible for updating the elemens of the
screen,while the comnunication betweenthe phone and the Guardian can be sum-
marizedin the following two methods.

[initialize TagSet array
public void handleRepAciTagSetList(Rep AclTagSetLi st msg)
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throws [OException, ClassNotFoundException

{
if (msg.result == 0)
{
tagSet_array = new String[msg.set.length];
for (int i =0; i < msg.setlength ; i++)
{
TagSetEntry my_tagSet = msg.set[i];
tagSet_array[i] = my_tagSet.name;
}
}
request = null;
}

public void initTagSetArray()  throws IOException,
ClassNotFoundException, GPException

{
request = new RegAclTagSetList(0, Message.MRG_GP_TAG_$HNRIES;
request.send(ros);
RepAclTagSetList reply = (RepAclTagSetList)Messag e.re ceiv e(r is);
handleRepAciTagSetList(r eply);

}

The initTagSetArray()  sendsthe requestto the Guardian for the list of tag
sets, and the handleRepAcITagSetList() is responsiblefor handling the reply and
creating an array to hold the namesof the sets. Then the updateListElements()
takesover cortrol againto update the screen:

for (int i =0; i < tagSet_array.length ;o)
{

list.insert(i+1, tagSet_array]i], midlet.loadlmage("/cube s.png"));
}

An examplescreenis shavn in image6.2. The ShowSets option is now changed
to Hide sets and the list of setsof the loaded ACL is displayed. Of coursethere is
no needfor communication with the Guardian whenthe userselectsto hide the sets.
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Figure 6.2: Tag setsexample

6.1.2 Mo dify sets

To view the tagsthat belongto a set, simply click on the setyou want to view. The
list of tags that are members of that set will appear immediately. For example,the
"PHILIPS" setcontains the following tags:

Figure 6.3: Tagsof set PHILIPS

To get this list, the following method is called

public void tagSetListTag() throws IOException,
ClassNotFoundException, GPException

/lcheck parameters for correctness

request = new RegAclTagSetListTag(0, 32, set);

request.send(ros);

RepAclTagSetListTag reply = (RepAclTagSetListTag)Mes sage.rec eiv e(ri s);
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handleRepAciTagSetListTa g(r eply );

where"set" is the name of the set (here PHILIPS). It is easyto deletetags from
a set; just choosesometags and selectOptions > Delete from set Adding tags to
the setis very similar to deleting them. Howewer, the list with the tagsthat do not
belongto the setneedsto be retrieved rst. By selectingOptions > Add a tag, a new
list with thosetags appears. To get this list, we rst get the list of all tags (global
set) and then Iter out the tagsthat already belongto the setwe edit.

Figure 6.4: Tagsnot in the set

Adding tags is similar to deleting them, as all we needto do is selectwhich tags
we want to add to the set, and selectOptions > Add to "set". The currert list will be
updated and thosetags will be removed. Moreover, if we go badk one step, we will
seeanother updated list, that now cortains the tags we just addedto the PHILIPS
set(gure 6.5).

6.1.3 Create - delete sets

It is very easyto create a set of tags by selectingOptions > Create set Either an
empty set can be created, where only a name for the set is necessaryor tags can
be assignedto the set at the time of creation. As an example, we create here the
set MySet and shav how we can add sometags to it. First we selectthe Create set
option under the left soft key aswe said, and in the form that appers,we typein the
name MySet Then we selectOptions > Add tagsto set and selectsomeof the tags
that appear, asshowvn in gure 6.6.
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Figure 6.5: Updated set

The tags that appearin this screenunder "Add tags:", comefrom the global set
of tagsthat the RFID Guardian maintains. First, a requestto the RFID Guardian is
sern to get the list of tags. Then the responseis handled sothat the list of tags can
be represeted asan array of strings.

Figure 6.6: Create a tag set

public void initTagArray() throws |OException,
ClassNotFoundException, GPException

request = new RegAclTagList(0, Message.MRG_GP_TAG_SETRHES);
request.send(ros);

RepAciTagList reply = (RepAclTagList)Message. receive (ris );
handleRepAclITagList(rep ly);
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Tag[] my_tag;

String[] names;

private int tagListEntrySize;

/linitialize Tag array

public void handleRepAciTagList(Rep AclTagList msg)
throws [OException, ClassNotFoundException

if (msg.result == 0)
{
tag_array = new String[msg.tag_id.length];
tagListEntrySize = msg.tag_id.length;
my_tag = new Tag[msg.tag_id.length];
names= new String[tagListEntrySize];
for (int i = 0; i < tagListEntrySize; i++)
{
my_tag[i] = msg.tag_id[i];
names[i] = msg.name[i].name;
if (namesJi].startsWith("/a nonymows=") )

{
tag_array[i] = my_tag]i].toString();

}

else

{

tag_array[i] = names]i];

}

request = null;

The respnseincludesa Tag and an AclTagListEntry object (seeappropriate
classes).What we are interestedin is the name of eat tag and its hexadecimalid,
which we display in caseits nameis a default value. As socon as we have the list of
tagsin a string array, we can display them asa multiple choicelist.

tags = new ChoiceGroup("Add tags:", Choice. MULTIPLE, tag_array, null);
form.append(tags);
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Eadh tag of the returned set can be selectedand assignedo the new set of tags.
After selectingthe tagsthat will be assignedo that set, we selectOptions > Saveset
to save the set. Only then will the setbe createdon the RFID Guardian side, asthe
following two methods will be executed:the CreateSet which is assimple assending
the request

request = new RegAclTagSetCreate(name);

where name is what the we typed in the Set name eld, and the addTags() that
speci es which tagsto add to the given set. Of courseonly the selectedby the user
tags will be assignedto that group

for (int i=0;i<=tag_array.length-1 i+t )

{
if (selected]i] == true)
{
X++;
addTags(setName.getStri ng(), my_tag[i]);
}
}

Now, if we go one step badk where the list of setsis displayed, we will seean
updated list that cortains the setwe just created.

Figure 6.7: Updated tag list

Deleting setsof tags is also very easy For safely reasons,a set hasto be empty
beforeit is deleted. This way it is prevernted that someset will be accidertically
removed from the ACL. To deletea set of tags, scroll over the setyou want to delete
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in the previous screen,and selectOptions > Deleteset In casethe setis not empty,
an alert is displayed indicating the fact.

6.1.4 Add - delete tags

Supposethat you bought a new object with an attachedtag and you want to protect
it with the RFID Guardian. In that case,the tag hasto be addedto the ACL of
the Guardian. One way to do sois to specify the ID of the tag and a name for
that tag, and then add it to the global list of tags. This can be done by selecting
the Add/Delete tag option under Main Menu > Tags > Manage Tag Lists. In the
displayed form, specify a nameto descrike the newtag and its hexadecimalid. Then
selectOptions > Add tag. Oncethe tag is in the globallist, it canbe put to any other
set of tags, and the rules that apply for that setwill protect the tag.

Another way to add tags under the protection of the RFID Guardianis to conduct
an RFID scanand then selectthe tag(s) that we want to protect. As the RFID scan
operation cannot be started by this userinterfaceyet, this ideawill be implemerted
in the future. The plan is that a multiple list with the presen in the vicinity of the
Guardian tags will be diplayed, and the userwill selectwhich tags he wants to add
to the global list.

A full list with the tags of the global set is available under the All tags option.
From this list the usercanselecta tag to rename,asa namemakesit easierto handle
tags, for examplewhen we have to selectamong many tags which onesto put in a
set. To renamea tag, chooseit and selectOptions > RenameTag For somerandom
tag, the following screenwas displayed when we tried to renameit.

Figure 6.8: Renamea tag
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Now a newnamehasto betypedin the rst eld of the form, wherethe old name
(/anonymousl) appears. Supposethat tag is attached to your passmrt, you could
renamethe tag to "Passmrt”. To save the changeswe selectOptions > Savechanges
asshown in the following picture.

Figure 6.9: Save renamedtag

Finally, to delete a tag from the global set, choosethe tag you want to remove
and selectOptions > Deletefrom set At the momen, a tag can be deletedfrom the
global list only if it doesnot belongto any of the other tag sets.

6.2 Key management

We have already mertioned the needfor key managemen assecurity featuresoften
require the useof assaiated key values. Although key managemen is not yet fully
functional, we descrile how we plan to alter key valuesassaiated with tags. It can
be the casethat the global set of tags is big, and nding the desiredtag to edit its
key value would meanthat we would have to go through this big list. We decidedto
have a di erent approad), and let the userselecta set rst and then display the tags
of that setto choosefrom.

The following screenis displayed if we navigate to MainMenu > Tags > Key
management

The function initTagSetArray()  is responsible for generating the list of sets
availablein the rst eld of the form, while initTagArrayGlobalSet()  isresponsible
for creating the cortents of the second eld. For example,

public void initTagSetArray() throws 10Exception,
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Figure 6.10: Tag key managemen

ClassNotFoundException, GPException

{
request = new RegAclTagSetList(0, Message.MRG_GP_TAG_$HNRIES;
request.send(ros);
RepAclTagSetList reply = (RepAclTagSetList)Messag e.re ceiv e(r is);
handleRepAcITagSetList(r eply);

}

public void handleRepAciTagSetList( RepAlT agSedLis t msg)
throws [OException, ClassNotFoundException

{
if (msg.result == 0)
{
[* create an array for as manysets as the request returned */
tagSet_array = new String[msg.set.length+1 ];
tagSet_array[0] = "No set - All tags";
for (int i =0; i < msg.setlength ; i++)
{
TagSetEntry my_tagSet = msg.set][i];
tagSet_array[i+1] = my_tagSet.name;
}
}
request = null;
}

We seethat arequestis sert to the RFID Guardian and an array is createdto hold
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the results, by the handler. It shouldbe clearby now how comnunication takesplace
betweenthe two devices.In general,the application on the mobile devicecreatesthe
appropriate requestfor the Guardian, for example

request = new RegAclTagSetList(0, Message.MRG_GP_TAG_SETRHES]);
and sendsit usingthe send() method of the classthat was usedfor the request.
request.send(ros);

Then, the Guardian translates the requestit received to an appropriate command,
and sendsbad the reply. After the reply is receiwed, it is passedto a new object
(depending on what the requestwas)

RepAciTagSetList reply = (RepAclTagSetList)Messag e.r eceive(r is) ;
and another method to handle the reply is called.
handleRepAcITagSetList( repl y);

These four steps are always followed and form the base behind comnunication
between the two devices. Note that ris and ros are the RawlnputStream and
RawOutputStreamof the DiscoveryThread class'object that we created when con-
necting to the RFID Guardian, aswe sav in chapter 5.

By clicking on oneof the three rst parts of this form, a pop up window will show

the available elemeits. For example,if we click the Tag set eld, then we get the
following screen:

Figure 6.11: Selectset
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Herewe canselectoneof the sets. Doing so,will update the cortents of the second
eld Tag sothat it cortains only those onesthat belongto that set. After we select
one of the tags and a type of key to setits value, we can Il in somevalue in the
last eld. Then another requestto update the value of that tag's key can be ser
to the RFID Guardian (this part, howewer, is not yet implemerted). An exampleis
preserted in the following picture:

Figure 6.12: Update key

6.3 Tag spoong

Tagemnulation is oneof the highlights of the RFID Guardian, beingfrequertly usedto
adhieve the RFID Guardian's high level goals,like tag spoo ng of oneor se\eral tags.
Spoo ng related operations are available under MainMenu > Tags > Tag Spoo ng.
Oncethere, you canimmediately seethe status of spoo ng in the last row. Spoo ng
can be enabledor disabledby clicking on that elemen of the list.

The simplestmessagebetweenthe two devicesare exchangedwhenwe try to get
the spoo ng status of the RFID Guardian. The mobile phone sendsthe request

public void spoofStatus() throws IOException,
ClassNotFoundException, GPException

request = new ReqSpoofStatus();

request.send(ros);

RepSpoofStatus reply = (RepSpoofStatus)Message.re ceiv e(ri S);
handleRepSpoofStatus(rep ly) ;
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Figure 6.13: Spoo ng

and getsa reply which is either a'0' or a '1'. This is translated accordingly by the
following function

public void handleRepSpoofStatus(RepSpoofStat us msg)
throws IOException, ClassNotFoundException

{
if (msg.result == 0)
{
if (msg.enabled == 1)
{
spoof_enabled = true;
}
else
spoof_enabled = false;
}
request = null;
}

To view and managethe list of spoofed tags, selectList spoofed tags The list of
spoofedtagswill appear. The RFID Guardian will createfake tag resppnsesvheneer
areaderqueriesoneof thosetags. This way, information on the tagsis not accessible
to the reader. To add more tags in the list of spoofed tags, selectOptions > Add
spoofed tag. In the form that is displayed, specify the id of the tag, a block sizeand
the number of blocks. Then, selectOptions > Add tag to add the tag in the list. If
you click on the Back button, you will seethe updated list of spoofed tags.

It canbe dicult for the userto know the id of a tag, but evenif this is known
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it is still time consumingto type it in the TagUID eld. We plan to improve this
part by displaying the list of available tagsin the global set or in the vicinity of the
Guardian (by conducting an RFID scan)sothat the usercan just selectamongthe
available tags. The reason,besidesthe di cult y to know the 16-digit number that
uniquely descritesead tag, is that we try to avoid userinput in the form of typing
alpharumeric characters, as this requiresfull attention of the userand possibly two
handsuse.

Figure 6.14: Add spoofedtag

It is of our highest priorities to deal with the other two issuesthat are available
in the Tags item, but are not supported yet. An RFID scanthat can be initiated
remotely by our application would make it possibleto know exactly which tagsarein
the closerareaof the RFID Guardian at any time. Thesefor example,in conjunction
with the ownershipinformation of ead tag would give the usera clear view of which
tags he is currying and let him quickly createa setto protect his tags.






Chapter 7
Readers

An RFID readeror tranceiver is a devicethat readsor writes information to RFID
tags, depending upon the designand the technology used. The information that is
storedin the RFID tagsis remotely retrieved by the readers. The readergeneratesa
cortinuousactivation signal,and whenatag is within the rangeof this signal, the tag
sendsthe readerits identi cation. The RFID Guardian is responsiblefor preverting
unauthorized readersto accesdata that is storedin the user'stags.

Somereaderrelated operations can be found under the Readersitem in the Main
Menu Theseare the following:

Managereader and role lists

Do key management

The following picture shows the correspnding screenshotfrom our application:

Figure 7.1: Readeroptions
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Readerscan be addedto the certralized security policy of the RFID Guardian.
This way, a readercan be granted accesdo information of the user'stags. In casea
readeris unknown to the RFID Guardian, it is not supposedto be able to retrieve
this data.

As soon asa readeris in the AccessCortrol List of the RFID Guardian, it canbe
givenoneor moreroles. Its accesgo tag information is determinedby thoseroles. In
the rest of this chapter, we descrilke how to create and deleteroles, add and remove
readersfrom the ACL and assignrolesto readersor readersto roles.

7.1 Lists of Readers

The list of readersthat are addedin the currently loadedACL of the RFID Guardian
canbe found in Main Menu > Readers> List of Readers From that list, the userhas
the following options:

Add or deletereaders
View and changethe roles of a reader

Setareaderascurrent reader

An exampleof sudh a list is given in the next picture. Four readersare added
in the current ACL of the RFID Guardian in that case,namely HOME_READER,
SCHIPHOL, HOSTILE READER, and MOTHERS_READER. Note that theseread-
ersdo not represen real devices,but are usedfor demonstrationspusposesonly.

Figure 7.2: List of readers
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7.1.1 Add/delete readers

Adding and deleting readersfrom the ACL is very easyat the momert. The current
interface of the RFID Guardian requiresonly the name of the reader. Thus, a string
that speci es the nameof the readeris the only thing necessaryto add a newreader.
A form is displayed if we selectOptions > Add a reader for that purposewherethe
reader'snameneedsto be lled in.

To delete a reader, we simply have to choosewhich reader(s)we want to delete
from the list of readers,and then selectOptions > Delete Seleted. The list of readers
is updated whenremoving someof them. This happensin the following way: rst, an
array with the sizeof the readerlist is createdand lled in accordingto the status of
eah elemen of the list (chedked or not); then we loop through this array and get one
by onethe name of the elemerts that are cheked. For ead one of them, we make
a call to the appropriate function that will tell the RFID Guardian to remove that
item (reader) from the ACL. Afters ead successfuremoval, the list is updated and
the deletedreader doesnot appear any more. This is summarizedin the following
part of code:

boolean selected]] = new boolean[list.size()];

/I Fill array indicating whether each element is checked
list.getSelectedFlags(se lect ed);

/lremove selected items - start from the end!!!

try
{
for (int i=list.size()-1;i>=0;i--)
{
if (selected]i] == true)
{
String name= list.getString(i);
readerRemove(name);
list.delete(i);
}
}

}
catch (IOException elO)
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LogScreen.log("Error: " + elO.getMessage()+"\n");

wherethe readerRemove() method looks like

public void readerRemove(String readerName)
throws IOException, ClassNotFoundException, GPException

{
request = new RegAclReaderRemove(readeName);
request.send(ros);
RepAclReaderRemoveaeply = (RepAclReaderRemove)Messge.r ecei ve(ris) ;
handleRepAciReaderRemog(re ply );
}

It waseasierto start removing elemeits from the end of the list, asthe indexesof the
selecteditems did not changeafter we removed someof the items from the list. In a
di erent case,removing the rst elemen from the list, would meanthat the second
elemen would becomerst. That would require moree ort to handlewhich elemens
should be deletedfrom the new, updated list of readers.

The list with all available options under the left soft-key Options is displayed
below.

Figure 7.3: Reader'soptions

It is probably the casethat the way the RFID Guardian handlesthe addition or
removal of readersto and from the ACL will get moreadvancedthan simply usingthe
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reader'sname. In that case,the userinterfacewill alsobe updated to be compatible
with the new situation. What we also plan to do is dislpay an alert whenthe RFID
Guardian nds a newreaderin it's vicinity, and askthe userif that readershould be
addedor not to the list of trusted readers.

7.1.2 Manage readers' roles

Ead readercanhave oneor moreroles. Theserolesspecify what information a reader
can or cannot access.To view the rolesof a reader,we have to choosea readerfrom
the list and then select Options > View roles A list of rolesthat are assignedto
the readerwill be displayed. To remove someof theseroles from the reader, simply
choosethem and pressOptions > Removeseleted roles

In the ACL, howewer, morerolesmay be de ned than thosethat areadersupports.
To add someof them to a reader, selectOptions > Add more roles The list of roles
that are not given to this readerwill be displayed. Note that the information in the
top of the screenchangesaccordingto what the userdoes. This way, the userknows
at any time what the list of e.g. rolesthat is diplayed, means;rolesthat are given to
a reader,rolesthat are not givento a reader,all available roles, etc.

Furthermore, the way of adding or removing elemeits to an item, whether this is
a reader,a role or a set of tags, is more or lessthe samein all cases.A multiple list
of items is diplayed, and the userhasto chooseamongthem and then selectOptions
> Add, where Add is the appropriate commandin ead of the cases. This common
way of adding elemerts helpsthe userto get even faster familiar with the application.
The sameappliesto removing elemerts, asa list of elemens is displayed, from which
the userhasto chooseand remove.

We will closethis sectionby giving an examplehow to add somerolesto a reader.
Supposewe want to edit the rolesof the HOSTILE _READER. We selectthis reader
and click on Options > View roles Then the screenshown in gure 7.4 is displayed.

To add someroles to that reader, we select Options > Add more roles as we
explainedearlier. That would show the following list, from which we selectthe rst
and third role to add. Then we click on Options > Add rolesto HOSTILE _-READER
and the rolesare added ( gure 7.5).

What is being executedfor ead of theseroles, is the following line

readerAddRole(role, reader);
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Figure 7.4: Rolesof readerHOSTILE _READER

Figure 7.5: Add rolesto readerHOSTILE _READER

which meansthat the readerspeci ed will be addedto the role. The function that
sendsthe requestto the RFID Guardian is the following.

public void readerAddRole(String role, String reader)
throws IOException, ClassNotFoundException, GPException

{
request = new RegAclRoleAddReader(role , reader);
request.send(ros);
RepAclRoleAddReaderreply = (RepAclRoleAddReader)Message.rec eiv e(ri S);
handleRepAcliRoleAddReacr(r eply);
}

We have tried to keepthe description of commandsas short as possible,so that
even on mobile deviceswith a relatively small screen,the full text can be displayed.
In the picture above, this is not the case.Howeer, it is quite easyto realizeto which
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readerthe roleswill be added, asthis information is alsodisplayed at the top of the
screen.

Note that all classesthat de ne the requeststhat are sert to the Guardian and
the repliesthat the Guardian sendsbad can be found in [29]. Those are responsible
for translating the messagebetweenthe two devices.

7.2 Lists of Roles

The relationship between readersand roles is a many-to-many relationship. This
meansthat a reader can have many roles and a role can be given to many readers.
Basedon that notice, we have createdthe List of Rolesitem to beidertical to the List
of Readersone,which wasdescriledin the previoussection. All the samefuntionality
can be found here, but the terms are now reversed;we have a role wherewe had a
readerand vice versa.

As ewerything is the same,we will not go into more details and exampleson how
to

Add or deleteroles

View and changethe readersof a role

It is worth mertioning that even the samemethod is called when adding a reader
to arole, like when adding a role to a reader. As we said in the previoussection,the

readerAddRole(role, reader);

takesasparametersa role and a reader. This meanswe don't careif we add a reader
to arole or arole to a reader;it all comesto the samepoint wherea connectionis
createdbetweenthe readerand the role.

Somemay think that all this is just extra information that makesthe application
more complex without o ering anything. Howe\er, this is not the case. Supposea
new role was created by the user, a role under the name FRIENDLREADERSIow,
supposethat this role hasto be given to a set of readersthat are indeedtrusted by
the user. What is o ered under the List of Roles option is to view which readers
support a givenrole. A list of readersthat do not support that role is alsoavailable.
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To get this list, we rst get the list of readersthat already have the given role and
put them in an array as descrited below:

/lList  readers of the role

/. will  not include those to the list of readers

/lthat are available to "add"

public void roleReaderList() throws IOException,
ClassNotFoundException, GPException

{
request = new RegAclRoleListReader(0, Message.MRG_GP_READERREST
RoleListReader.role);
request.send(ros);
RepAclRoleListReader reply = (RepAclRoleListReader)M essage.r eceive( ris) ;
handleRepAcIRoleListRea der( reply);
}

AclReaderEntry[] existingReaders;
public void handleRepAclRoleListReader (RepAclRolelList Realer msg)
throws IOException, ClassNotFoundException

{
if (msg.result == 0)
{
existingReaders = new AclReaderEntry[msg.read er. leng th];
for (int i = 0; i < msg.reader.length ; i++)
{
existingReadersi] = msg.readeri];
}
}
request = null;
}

Then, we get the list of all the readersand Iter out those onesthat were returned
by the previousfunction, sothat they are not displayed.

/lList  readers
public void readerList() throws IOException,
ClassNotFoundException, GPException
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{
request = new RegAclReaderList(0, Message.MRG_GP_READERRES);
request.send(ros);
RepAclReaderList reply = (RepAclReaderList)Messag e.re ceiv e(r is);
handleRepAclReaderList(r eply);

}

boolean exists;
public void handleRepAciReaderList( RepAlReaderLis t msg)
throws [OException, ClassNotFoundException

{
if (msg.result == 0)
{
for (int i = 0; i < msg.reader.length ; i++)
{

exists = false;
AclReaderEntry entry = msg.reader]i];
if (RoleListReader.RoleList Realert oRealerList
|| RoleList.RoleListtoReaderL ist)

{
for (int k=0; k< existingReaders.length; k++)
{
if (existingReaders[k].nam e.
equalsignoreCase(entry.na me))
{
exists = ftrue;
break;
}
else
continue;
}
if (exists == false)
{
list.append(entry.name, null);
}
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else
{
list.append(entry.name, null);
}
}
}
list.delete(0);

request = null;

}

This way, we can view the list of all readersthat do not have the role FRIENDLY
READERShd selectwhich oneswe want to add to this new createdrole. In casewe
didn't have this options, we would have to go through the list of ead one of the
readersand give it the new role of it didn't have it, as descriled in the previous
section.

Figure 7.6: Readerswithout the role FRIENDLY READERS

Somethingsimilar would happenif we didn't have the List of Readersoption. To
add somerolesto a reader, we would have to go through all theseroles and specify
that the role should be given to the reader. This would mean a lot of extra work
from the user, which is both time and battery consuming. Moreover, the messages
exdhangedwith the RFID Guardian would not be the same, as we would have to
query the Guardian for the roles of eat reader seperately, so we would have a lot
more communication overhead.

It may turn out that indeedthe samefunctionality is supported by both the List
of Readers and the List of Roles items, yet it makesa big di erence which of them
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is usedin ewery case.






Chapter 8
Logs

Data logging is an important part of almost every computer system. The RFID
Guardian monitors RFID scansand tags serving as a barometer of (unauthorized)
RFID activity. RFID auditing is a prerequisitefor the enforcemen of RFID security
policies,plus it providesthe proof neededto take legal recourseagainst perpetrators
of RFID abuse.Data loggingin our application comesdown to automatically record-
ing ewerts in a certain scope in order to provide an audit trail that can be usedto
understandthe activity of the systemand to diagnoseproblems(debugging).

8.1 Typesof logs

There aredi erent kinds of information that canbe loggedin our system;scanlogging
audits RFID scans,tag loggingis related to tag ownershipand newly appearing tags
in the vicinity of the RFID Guardian. All the information related to theselogscomes
from or is exdhangedbetweenthe RFID Guardian, readersand tags. However, there
is much more than that; information is also exdnangedbetweenthe RFID Guardian
and any mobile devicethat usesour application. Logging of this information can be
very useful, as all actions initiated by the user's mobile device can be retrieved and
provide proof of (il)legal activity. Moreover, this kind of information provedto be a
great debuggingtool during the dewelopmert of the application.

It is important that the information to be loggedcan be organizedand presened
in a clearway, wheresimilar information is put together. In our application, logsare
organizedas showvn in the following picture:
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Figure 8.1: Logs

It should be clearthat tag related information is kept under the Tag Logs item,
while scanrelated information is loggedinto the Scan Logs item. The Real-time
alerts item is intended to keepinformation that the RFID Guardian sendsto the
application and requeststhe user's attention and actions. Finally, all information
excdhangedbetweenthesetwo devicesis loggedin the Action Log.

As this part of the application is still in a quite basiclevel consideringthe func-
tionality that we plan to implemert (sorting, ltering, correlating betweenlogs), we
will not go into the details of the log les, but descrite the part of the application
responsiblefor loggingthe comnunication betweenthe RFID Guardian and a mobile
device.

8.1.1 The LogScreen class

For our logging purposes,we usedas our basethe LogScreen classof the btsppEcho
MIDlet from forum.nokia.com. To avoid having a huge number of loggedertries, a
maximum number of lines that can be kept in the log le is speci ed asfollows:

private static final Vector entries = new Vector();
private static final int MAX_ENTRIES 300;

Probably the most important function of this classis the log function. This
function is responsiblefor adding ertries in the log le.

public static void log (String string)

{
if (entries.size() > MAX_ENTRIES)
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entries.removeElementAt (0);

}

entries.addElement(strin Q);

The maximum number of linesin the log le is 300. That number canbe readed
quite fast if every messagas logged. In that case,a hugelist of erntries will have to
be displayed in a single screen. That would make it impractical for the userto use,
as he would have to endlesslyscroll down to seeall the messagesn the log. The
solution to this problem, is to have a small "b ook" instead of a huge "sheet"; thus,
we decidedto display no more than 15 lines per page (or per screen)and to have
multiple pages(screens)wherethe usercan navigate through. The number of pages
is easily calculatedwith the following method:

static private int LINES IN_PAGE 15;

private int getPages() ({
int pages = entries.size() / LINES_ IN_PAGE;
return pages;

As we have already descrilked, the rst actionsperformedby the application relate
to nding the appropriate deviceto connectto. Messagesluring the deviceinquiry
and servicediscovery are loggedto help the userfollow their progress.The following
imagesare good examplesof a successfubleviceand servicediscovery.

Figure 8.2: (a)Device and (b) Servicediscovery logs
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The Next Page Prev. Page Refreshand Delete commandsare available in every
screenof the log le, asshown in 8.3. Displaying the right cortent for every pageof
the le is doneby the refresh() method, which calculateswhich lines of the log to
display. It is important to mertion that the rst ertries of the log le are displayed
ewery time the log is entered. In the future, howewer, we plan to display the last page
that was displayed beforethe log was exited.

The refresh() method is summarizedin the following lines:

Stringltem str = (Stringltem)  get(0);
StringBuffer  sb = new StringBuffer();

for (int i = currentPage * LINES_IN_PAGE;
i < (currentPage + 1) * LINES_IN_PAGR&i < entries.size();
i++)
{
sb.append(entries.eleme ntAt (i) .toS trin g() );
}
this.setTitle("Log - Page (" + currentPage + "/" + getPages() + ")");

str.setText(sb.toString 0);

The rst elemen that will be displayed is calculated asthe current pagenumber
multiplied by the number of allowed lines per page. This enry is addedto abu er, as
ewery other ertry until the LINES_IN_PAGE number is reated. Then theseertried
are displayed and the title of the pageis accordingly changedto display the currert
pagenumber. Note that the pagenumber is not increasedor decreasedrom within
this method. This is doneat the commandAction() function, depending on the com-
mand that is executed. As the Refresh commandwould call the refresh() method
aswell, we have the following 3 cases:

if (command== refreshCommand)

{
refresh();
}
else if (command== prev_page)
{

if (currentPage > 0)



Typesof logs 81

currentPage--;
refresh();
}
else if (command== next_page)
{
if (currentPage < getPages())
currentPage++;
refresh();
}

Finally, the Delete commandwill deleteall ertries from the log. Note that it is
not supported that only the current pageof the log is deleted,as problemsmay arise
(only illegal actions can be removed from the log).

Figure 8.3: Log related commands

Tag and Scanlogging can be enabled/disabledfrom options under the Advaned
item in the Main Menu. What we plan to do in the future is to give the userthe
option to diplay only part of the logsor in other words allow the userto apply some
Iters on the logs. Moreover, we plan to o er the possibility to sort the displayed
ertries not only by their timestamp, but alsoby other attributes like a tag or reader
id.

As our highest priority was to create the interface for as many as possiblecom-
mands that the RFID Guardian could handle, we focused a little less on post-
processingeceived data from the RFID Guardian. Therefore,the Logsitem cortains
usefulbut not easy-to-pracessinformation.






Chapter 9
Access Control List

The RFID Guardian maintains a certralized security policy that dictateswhich RFID
readershave accesgo which RFID tags in which situations. This security policy is
implemerted as an AccessControl List (ACL) and allows or deniesRFID trac
basedupon the querying reader, the targeted tag(s), the attempted command and
the context, if any. The usercan con gure the ACL and construct groups of tags,
readers,commands. In this chapter we descrike that part of the userinterface that
is related to the AccessControl List.

9.1 Select ACL

The RFID Guardian's behaviour is basedon the loaded AccessControl List, which
speci es the rulesaccordingto which RFID tra ¢ will beallowed or blocked. Loading
or selectingan ACL meansthat we specify the set of rulesthat the RFID Guardian
will operate upon. Appart from the sets of rules, sets of tags, readers, roles and
commandsare also speci ed. To give a clearerview of how an ACL is implemerted
and enforcedwe will cortinue with a simple example.

ACL related actions can be found under the Access Control item in the Main
Menu. As we shav below, we have grouped together somegeneraloperationsrelated
to the ACL. More speci c operations that have to do with editing the sets of tags
or readersof an ACL, were already descrited in the correspnding chapters above.
Adding aroleto areaderor atag to a setis actually modifying the ACL. We thought
that sud operationsshould better be available under the Tagsor Readersitems and
kept seperately from the more generaloperations, shovn in the following picture:
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Figure 9.1: ACL operations

The RFID Guardian needsto know accordingto which rules it hasto operate.
Loading an ACL would specify exactly those rules and the behaviour of the RFID
Guardian. Toload an ACL or Setan ACL directory we needto specify which les are
the onesthat cortain thoserules. In general,we have a le that storesinformation
about the tags, onethat cortains readerinformation and onethat speci es the rules.
These les are usually in the samedirectory, soit would be enoughif we speci ed
this directory for the ACL to be loaded.

To do so, we have to navigate through the RFID Guardian's (or the enulator's)
le systemand nd the appropriate directory. After selectingthe Set ACL directory
option, a list of les and folderswill be displayed as shavn below:

Figure 9.2: Guardian explorer

This is a simple explorerthat we had to write in orderto make it easyto navigate
through the folders of the Guardian. To get the list of les, a requestis sert to the
RFID Guardian:
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public void dirList() throws [OException, ClassNotFoundException, GPException

{
if (iteratedDir)

{
dir_start += Message.MRG_GP_DIR_ENTRIE
}
request = new ReqFileDir(dir_start, Message.MRG_GP_DIR_ENGRI dir);

request.send(ros);
RepFileDir reply = (RepFileDir)Message.rec eive (ri s);
handleRepFileDir(reply);

The dir _start variable is originally setto zero,but increasesaccordingto the MRG
GPDIR ENTRIESpeci ed in the Messageclass. For a folder with lessor equal to
32 ertries, a requestlike the one above would be enough. Howewer, more requests
needto be sern if a directory has more than 32 les or foldersin total. The RFID
Guardian will reply to the above requestwith alot of information for every le under
the directory dir . What is in our interest for diplaying these les is the dir _-mask
that speci es whether the ertry is indeeda le, or a folder. We usethis attribute to
display the right icon next to the ertry, that is either a directory iconor a le one.

Image imgFolder = midlet.loadimage("/folde r_yellow .png");
Image imgFile = midlet.loadlmage("/file .png");

for (int i =0; i < msg.entry.length; i++)
{

FileDirPath path = msg.entry]i];

if ((path.perm & msg.dir_mask) != 0)

{
list.append(path.file, imgFolder);
isFilel[i] = false;

}

else

{

if(showFiles)  {
list.append(path.file, imgFile);
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isFile]i] = true;

Now that we can seethe les and foldersin the current directory, all we needto
do is go through them and selectthe directory that cortains the three les that we
need,in orderto specify the ACL. We have made navigation really easyasthe 5-way
navigation key is all the user needsto use. To enter a directory, we simply needto
scroll down or up sothat this is selected,and then pressthe 5-way key. A similar
requestto the oneexplainedabove will be ser to the RFID Guardian, only now the
dir variable will be the nameof the new directory. To go onedirectory out, we need
to erter the ".." directory, asin all unix systems.Selectingto erter the "." directory
would meanthat we just refreshthe list of les and folderscurrertly displayedin the

screen,as"." is the currert directory.
Oncewe nd the directory we have beenlooking for, we can setit by selecting
Options > Set acl directory. That would send the following requestto the RFID

Guardian:

public void aclIDir(String directory)
throws IOException, ClassNotFoundException, GPException

{
String rule ="
request = new RegAclAcIDir(directory, rule);
request.send(ros);
RepAclAcIDir reply = (RepAclAcIDir)Message.re ceiv e(r is);
handleRepAclAcIDir(repl y);

}

If everything goeswell, the result of the previousrequestwill be zero, the directory
will be setand a con rmation alert will be displayed on screen.Note that in casewe
are already inside the directory that we want to set, we can selectthe Options > Set
acl directory over the "." directory.

Setting an ACL directory is actually the rst thing to do after connectingto
the RFID Guardian. All we have descriked in the previous chapters could not have

beendoneif an AccessCortrol List was not loadedyet. At this point, it is a good
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opportunity to shav a small part of the example les that we usedwhen setting the
ACL directory. The le that cortains the tag information for examplelooks like:

@tag T15693 PHILIPS {
tag T15693{ tagid
tag T15693{ tagid
tag T15693{ tagid

0xe0040100003b2252; },
0xe0040100003afab9; 1},
0xe0040100003b0chd; },

|3

wherethe tags that belongto the PHILIPSset are speci ed. Quite similar is the le
with information about readersand roles. Part of this le is shovn below:

# Readers

reader SCHIPHOK
key = { type = rsa_public; store = "schiphol-public.pem"; h

reader HOSTILE_READER
¥

# Roles

role  FRIENDLY_READERS
HOME_READER,
MOTHERS_READER,

role  TRUSTEBD
HOME_READER,

|3

where the key typesand location of storage are speci ed for every reader, and the
relationship betweenreadersand rolesis de ned. Theseare actually the les that
were modi ed whenwe addeda tag in a set or we createda setin chapter 6, or we
assigneda role to a readerin chapter 7.

Finally, an example le that holdsthe rulesaccordingto which the RFID Guardian
cortrols RFID trac is displayedin the next few lines:
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B A A R R A A R A A A
# Example rules
B A A R R A AR A A A

# By default, we want to leave RFID traffic alone
rule P15693 ACCEPT

role =%

tags = *;

query = { command= *; };

# But we generally want to block all queries to our tags
rule P15693 DENY{

role =%
@TI_WASHABLE;

tags

# Let myguardian at homeread all of my tags
rule P15693 ACCEPT

role = TRUSTED;

query = { command= *; };

tags = @TI_WASHABLE;

Beforewe cortinue with describingthe rest of the ACL related operations, we will
shawv a bit more of the explorerwe implemerted to accesgshe RFID Guardian's les.
In the following picture we show the available commands:

Figure 9.3: Guardian explorer commands
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The Enter commandis the default one. This meansthat this is the commandthat

will be executedwhenthe 5-way key is pressedn sud screensif of coursethe Options
button is not pressed.The Enter commandcando two di erent things, dependingon
the item uponit is applied. If the selecteditem is a folder, then the current directory
will be changedto that folder and its les will be displayed. Howeer, if the item is a
le, then the le will be opened. The FileEditor classis responsiblefor displaying
the le in the screen; rst the sizeof the le is retrieved, as only a certain amourt
of data will be sert from the RFID Guardian in every responseand the le may be
biggerthan the data that can t in sud aresponse. After getting the sizeof the le,
we start sendingrequeststo read data from that le. Every requestis sert only after
the data from the precedingrequesthasbeenreceived. The function we useto read
the le is given below:

public void readFile(String  file)
throws [OException, ClassNotFoundException, GPException

file_start = 0;
do
{
request = new RegFileCat(file_start,
Message.MRG_GP_FILE_CRHENGTH file);
request.send(ros);
RepFileCat reply = (RepFileCat)Message.rec eiv e(ri S);

if (reply.result == 0)
{

viewer.insert(new  String(reply.buf), viewer.size());
}
else
{

LogScreen.log("failed: " + reply.err_code + "\n");
}

request = null;
file_start += Message.MRG_GP_FILE_CRENGH,;
}

while(file_start < size);
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where the size is get with the getSize() method. An exampleof an open le is
givenin the next picture. Note that for the time beingit is not possibleto save any
changesin the le from this editor.

Figure 9.4: An open le

Files can alsobe deletedwith the Delete le commandunder Options. A call to
the unlink() method of the Commandsassis madeand the following requestis ser
to the Guardian.

public void unlink(String  file)
throws [OException, ClassNotFoundException, GPException

{
request = new RegFileUnlink(file);
request.send(ros);
RepFileUnlink reply = (RepFileUnlink)Message. receive (ris );
handleRepFileUnlink(rep  ly);
}

If the le is deletedsuccessfullythe list of les in the screenis updated and a con-
rmation alert is displayed. Deleting a directory is quite similar with deleting a le.

Howe\er, the directory to delete must be empty, at leastfor now. Another command
that can be very useful esgecially in mobile phoneswith a small screen,is the View
current dir command. In generalwe have tried to keepall displayed text relatively
small, sothat all information can be displayed in sud devices. In the le explorer,
howewer, wherethe working directory nameis diplayed on the top of the screeni,it is
not always possibleto seethe whole name of it. By selectingthe View current dir
commandan alert is displayed with the name, making it clear which directory the
useris currertly in and easierto cortinue with navigating.
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9.2 Check ACL status

Cheding the status of the ACL canmeana lot of things. What we have implemerted
under the Check ACL status commandis a form that shows information about the
loaded ACL. Sudh information includesthe current ACL directory for example,the
current readeror the currert cortext if any.

Figure 9.5: ACL status

To getthe status of the ACL, we sendthe following requestto the RFID Guardian:

public void aclStatus() throws IOException, ClassNotFoundException, GPException

{

request = new RegAclAclStatus();

request.send(ros);

RepAclAclIStatus reply = (RepAclAclStatus)Message. receive( ris );
handleRepAclAclStatus(re ply );

The RFID Guardian will reply with a number of parameters, basedon which the
previousform is created.

public void handleRepAclAciStatus(R epAdAcISta tus msg)
throws [OException, ClassNotFoundException

if (msg.result == 0)

{

newAclStatusForm = new AclStatusForm(midlet, = msg.status,
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msg.reader, msg.context, msg.state dir,
msg.dir, msg.rule_override);
display.setCurrent(newA clStatu sForm.form);

request = null;

}

To createthe form, we use ChoiceGroupelemers aswe plan to extendin the future
the functionality of the form, sothat ead of its elds can have their value changed
from within the form. To do that, we needto extendthe popup window that appears
if we click on any item of the form, with more options than the currert value of the
eld, aswe getit from the RepAclAclStatus .

String[] reader_array = new String[] {reader};

String[] context_array = new String[]  {context};

String[] state_dir_array = new String[]  {state_dir};

String[] dir_array = new String[]  {dir};

String[]  rule_override_array = new String[]] {rule_override};

form = new Form("ACL status");
readerl = new ChoiceGroup ("Current reader",
Choice.POPUP, reader_array, null);
contextl = new ChoiceGroup ("Current context",
Choice.POPUP, context_array, null);
state_dirl = new ChoiceGroup ("Current ACLstate directory",
Choice.POPUP, state_dir_array, null);
dirl = new ChoiceGroup ("Current ACLdirectory",
Choice.POPUP, dir_array, null);
rule_overridel = new ChoiceGroup ("Current ACLoverride rule file",
Choice.POPUP, rule_override_array, null);

9.3 Reload ACL

It is possiblethat the usermodi es the loadedACL sothat newtagsare groupedinto
sets,readersget newroles,etc. Howeer, it canbe the casethat all thesechangesare
not neccessaryany more or the userhas changedthe set of rulesin sut a way that



Clear ACL 093

no queriesto his tags are blocked. A quick x, especially in the secondcasewould be
to have the ACL reloaded. That way, the RFID Guardian goesimmediately badk to
a state of functionality basedfor exampleon a well de ned set of rules.

Reloadingan ACL happensthe sameway like all other commands.The following
lines summarizethe requestand response,to and from the RFID Guardian.

public void aclReload() throws IOException,
ClassNotFoundException, GPException

{
request = new RegAclAclReload();
request.send(ros);
RepAclAclReload reply = (RepAclAciReload)Message. receive( ris );
handleRepAclAclReload(re ply );
}

public void handleRepAclAciReload(R epAdAc IRel oad msg)
throws I10Exception, ClassNotFoundException

{
LogScreen.log("reloading ACL..\n");
if (msg.result == 0)
{
LogScreen.log("ACL reloaded\n");
alert = new Alert("ACL",

"Access Control List reloaded.”, null, null);
alert.setTimeout(2000);
alert.setType(AlertType .CONFIRMATION);
display.setCurrent(aler 1);

}
midlet.displayMgr.remove Display able ();
request = null;

}

9.4 Clear ACL

We can clear the current ACL by using the Clear ACL option. The valuesof all the
elds we saw earlier whencheding the ACL status will be resetto their initial values.



94 Clear ACL

The requestand responsefor clearingthe ACL are given below:

public void aclClear()
throws IOException, ClassNotFoundException, GPException

{
request = new RegAclAclIClear();
request.send(ros);
RepAclAciClear reply = (RepAclAclClear)Message.re cei ve(r is);
handleRepAclAciClear(re ply) ;
}

public void handleRepAclAciClear(RepAc IAcl Clear msg)
throws 10Exception, ClassNotFoundException

{
LogScreen.log("clearing ACL...\n");
if (msg.result == 0)
{
LogScreen.log("ACL cleared\n");
alert = new Alert("ACL",

"Access Control List cleared.", null, null;
alert.setTimeout(2000);
alert.setType(AlertType  .CONFIRVIATDN)
display.setCurrent(aler t);

}
midlet.displayMgr.remov  eDispla yabl e();
request = null;

}

As you may canseethe requestsand responsesof reloadingand clearingthe ACL are
pretty much the same. This is a very good exampleto demonstratethat the wholeidea
behind the comnunication with the RFID Guardian is basedon the sameprincipals,
no matter what kind of information we try to exdiangewith it. It also shaws the
exibilit y and easeof implemertation for the interface, of new added commandsat
the Guardian side.



Chapter 10
Adv anced Op erations

Our main goal when writing this application wasto keepit assimple as possible,so
that all operations, sud as modifying the AccessControl List or connectingto the
RFID Guardian could be donefast and easy Someoperationsmay, however, be more
complexor more signi cant than others, in the sensethat they require full attention
of the user or that no mistakes are allowed to be done. Sud operations have been
grouped together under the Advnaed item in the Main Menu.

10.1 Security

The number of operationsthat fall under the Advaned categoryis not small, making
it necessaryto have further groupsof operations. As you can seein the next screen-
shot, we decidedto put together operationsrelated to Security, sud asany kind of
attack that can be performedby the RFID Guardian as we explain below, to Con-
gur ation we put somegeneraloptions like enabling or disabling the logging on the
Guardian side,and nally in the Administration item we put operations like re ash-
ing the EEPROM of the Guardian, accessinghe mobile's device les, syndironising
betweenthe Guardian and the mobile phoneor badcking up les at the Guardian side.
The RFID Guardian's behaviour is basedon the loadedAccessControl List, which
speci es the rules accordingto which RFID trac will be allowed or denied. Al-
though the RFID Guardian's purposeis to protect againstsunauthorized reading of
one'stags, it can alsobe usedmaliciously! Replay attacks, where RFID queriesare
intercepted and retransmitted are possiblewith the RFID Guardian. Recenly, suth
attacks werereported to have compromisedthe security of the OV-chipcard, the new
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Figure 10.1: ACL operations

meansof travelling with the Dutch public transit system[37].

Sning, spoo ng, eavesdroppingon tag responsesand performing relay attacks
arewell known RFID threats [2], someof which the RFID Guardianis ableto perform.
All theseoperationsare grouped underthe Security item asshowvn in the next picture.
We will not gointo any further details asthe original interfaceof the RFID Guardian

Figure 10.2: Security operations

aswell asthis part of the application are still in a basiclevel and under dewelopmen.

10.2 Con guration

Basic parts of the RFID Guardian may have to be changed,like the system'stime.
Moreover, the RFID Guardian's ability to log or not comnunication betweenitself
and other readersor tags, can be enabledand disabled. Sud operations have been
grouped together under the Con guration item. The full list of available options is
listed here:

do authertication
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do key managemen
changethe AccessControl
manageAuditing

changethe system'stime

We will descrile the last two elemerts of the above list, asthe basicsof the other ones
have alreadybeenexplainedin previouschaptersand the more advancedfunctionality
related to them is still under dewelopmert.

10.2.1  Auditing

Requestgo the RFID Guardian and responsedrom it canbe seperately handledwith
respect to auditing. It is possiblethat only requestsare audited while responsesare
not, and vice versa. Depending on the status of auditing, the appropriate list will be
displayed if we navigate to Con guration > Auditing. The logStatus() method is
responsible for retrieving the status of logging requests,responsesand the name of
the le wherethoseare logged.

public void logStatus() throws IOException,
ClassNotFoundException, GPException

{
request = new RegAuditLogStatus();
request.send(ros);
RepAuditLogStatus reply = (RepAuditLogStatus)Mess age.receive (ris );
handleRepAuditLogStatus( reply);
}

public void handleRepAuditLogStatus (RepAudtLo gStatus msg)
throws [OException, ClassNotFoundException

{
if (msg.result == 0)
{
isSReqEnabled = (msg.on_request == 1) ? true : false;
isRespEnabled = (msg.on_response == 1) ? true : false;

logFile = msg.filename;
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}

request = null;

Basedon the responseof the RFID Guardian, the updateListElements() method
of the classdisplays the appropriate elemers. The status of eat of the elemens
can easily be changedby scrolling over the elemen and pressingthe 5-way key. That
would causea call to the changelLogStatus() method, which will senda requestto
the RFID Guardian:

request = new ReqAuditLogEnable(i, );

wherei, j are either O or 1, depending on the status of the selectedelemen of the
list. The responsein the previousrequestwill be handledin the following way:

String string_req = lisRegEnabled ? LOG_REQ_TRUH.OG_REQ_FALSE;
String string_resp = lisRespEnabled ? LOG_RESP_TRUH.OG_RESP_FALSE;

Now the updateListElements() will take over cortrol againto changethe displayed
text in the list, and inform the userthat the logging status haschanged. Part of that
function is shavn below:

if (isRegEnabled)

{
append(LOG_REQ_TRUmII);
if (isRespEnabled)
{
append(LOG_RESP_TRUyI);
}
else
{
append(LOG_RESP_FALSHi)l);
}
}

Another option is 0 ered aslong as auditing is enabled. Tag related actions or scan
related onescan be loggedseyerately and the user hasthe option to decidewhat to
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log. It is generallya good ideato log everything asthat would provide proof to take
legal recourseagainst perpetrators of RFID abuse. Howeer, log les can grow big
soit is somehav necessaryto lter out ertries, to avoid overwhelmingthe userwith
uninteresting information.

10.2.2 Set the time

Di erent situations call for dierent courtermeasures. Depending on the physical
location of the userand its tags, security should sometimesbe more or lessstringert.
The RFID Guardian therefore o ers cortext awarenessfacilities that perceive an
individual's situation and regulate tag accessaccordingly A cortext can be closely
relatedto a date or time. It is important to be ableto changethe systemtime of the
RFID Guardian, in casesfor examplewhere one travels to a another time zone. A
simple requestcan be sendto the Guardian to get the currernt time:

request = new ReqSysDateGet();

The Guardian replies with a timestamp. This timestamp is handled the following
way, sothat we candisplay it in the right format, in the following form.

public long currentTime;
dateField = new DateField("current date/time", DateField.DATE_TIME);

public void handleRepSysDateGet(Resyshate Get msg)
throws [OException, ClassNotFoundException

{
if (msg.result == 0)
{
currentTime = msg.time;
}
request = null;
}
java.util.Date currentDate = new java.util.Date(currentTi me*1000);

dateField.setDate(curren  tDat e);
form.append(dateField);
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Figure 10.3: Systemtime

From this form, the user can changethe date or time on the RFID Guardinan.
Moving the navigation button to the left or right, will highlight one by one all the
parts of the date/time. The usercan simply type in the new date or time, and then
selectOptions > Save The new timestamp will be sert with a requestmessagdo
the RFID Guardian and its time will be updated.

10.2.3 Administration

The last item under the Advaned part of the application includes the following
operations:

Load new programs

re ash the EEPROM
Cleanup the lesystem
Syndironize

browsethe phone's le system

browsethe Guardian's le system

Most of the options above are not yet implemerted but we hope that in the near
future wewill be ableto perform sud operationsremotely. Howewer, a very important
part of the application can be the exdhangeof les betweenthe phoneand the RFID
Guardian. Thus, will we closethis chapter by describingthe Phone browser as we
call it and how we cantransfer les from and to the Guardian.
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Selectingthe Phone browser item will display an alert asking for permissionto
allow the application to read userdata, unlessthe MIDlet is signed. By selectingYes
a similar screento the following will be displayed.

Figure 10.4: Phone browser

To erter a directory is pretty straightforward; we just have to pushthe 5-way key
over the directory we want to erter. Now supposewe wart to transfera le from the
phoneto the Guardian. We considerthis operation as uplaading, while transfering
les from the RFID Guardian to the phoneis consideredas downlading. After we
have readed the directory wherethe le we want to upload is, we selectOptions >
Upload to Guardian, asshavn in the next picture.

Figure 10.5: Upload to Guardian

That would bring usin the RFID Guardian's le system,wherewe canselectunder
which directory and which namethe le can be sased. In order to avoid confusion
betweenthe les at the phonesideand the Guardian side,we usedi erent coloricons
to diplay folders. So, in the phone side the folders are greenwhile in the Guardian
sidethey are yellow.

Once we have selectedto upload a le to the RFIF Guardian, two more options
appear under the Options button. The Savehere command would overwrite the
highlighted le with the le we have copiedfrom the phone, while the Savein new



102 Con guration

le commandwould createa new le at the Guardian side with the cortents of the
uploaded le.

Saving a le at the RFID Guardian can be summarizedin the following lines of
code. First, the nameof the le to be uploadedis put in a variable

final String currFile = curr.getString(curr.getSe lect edlndex());
and then a GuardianBrowser object is created
newGuardianBrowser = new GuardianBrowser(midlet, pwd, currDirName, currFile);

where currDirName is the working directory name at the phone side, so the path
under which the currFile is. After this object is created, the list of ertries under
pwdare displayed. pwdin this casewill be the last working directory the userfound
himselfwhile navigating in the RFID Guardian's les. The next stepis actually where
the transfer of the le takesplace. A call to the saveFile() method would initiate
the le transfer. First, the le hasto be readfrom the phone

FileConnection fc = (FileConnection)Connector .open
("file://localhost/" + currDirName + currFile,  Connector.READ);

and then a input streamis openedfor the le

InputStream fis = fc.openlnputStream();
int saveBytes = (int)fc.fileSize();

The sizeof the le will specify how many requestswe will have to sendto the RFID
Guardian, sothat the whole le is transfered. The following is executeduntil we have
sert the whole le:

while (sent < saveBytes)

{
int length = saveBytes - sent;
if (length > Message.MRG_GP_FILE_CAHENGH)
{
length = Message.MRG_GP_FILE_CAHENGH;
}
else
{

buf = new byte[length];
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int rd = 0;
do {
rd += fis.read(buf, rd, length - rd);

} while (rd < length);

request = new ReqFileSave(sent, guardian_file, buf);
request.send(ros);

reply = (RepFileSave)Message.re ceiv e(r is);

sent += length;

}

It is clearthat the le is sen into small chunks of data as speci ed by the MRGP-
FILE_.CATLENGTHOf course,after the transfer is nished, the fis and fc needto
be closed. After the le is saved, we remove the two extra options we had under the
Options button. Finally, while uploading or downloading les, an alert is displayed
and a animated bar will indicate the progressof the le transfer.

Downloading les from the Guardianto the phoneis very similar. In the Guardian
browserthereis an available commandunderthe name Downlcad to phone A similar
processto the onedescriled above is followed for this operation. Transferring les to
the phoneo ers the posibility to the userto edit these les without being connected
to the RFID Guardian (o ine). The experiencedusercanmodify les that areclosely
relatedto an ACL aswe saw in the previouschapter, o ine, andthen reconnectto the
Guardian to uploadthese les. That could save signi cant battery time, esgecially in
the casewherea QWERTY keyboard is not available on the phone and editing can
be time consuming. Note that editing of les can be done outside the application,
using any editor available on the phone.






Chapter 11
Summary and Conclusions

In this last chapter we concludethis master' thesis. First, we make a summary of
what hasbeendiscussedsofar and then evaluate the deweloped application according
to the goalsthat we had, before dewloping it. Finally, we give a description of
known issues,suggestwhat can be further improved and outline directions for future
dewelopmen/research.

11.1 Contributions

The main cortribution of this work is that a new, simpleto useyet advancedinterface
was createdfor the RFID Guardian. Originally, the RFID Guardian had a minimal
user interface; a serial RS-232interface to a PC host, which cortained an attached
keyboard and screen. We designeda portable userinterface for the RFID Guardian
which is usedon mobile devices(phones,PDAs) and usesa Bluetooth connectionto
interact with the Guardian.

The technologiesinvolved, like Java 2 MicroEdition and the Bluetooth technology,
were discussedshortly in the rst chapters. A high level overview of the J2ME
technology was given in the rst chapters; howewer, we assumedthat the readerwas
alreadyfamiliar with the technologyin the next chapters. A moredetailed description
was given for the Bluetooth technology and the J2ME part of the application that is
usedto establisha Bluetooth connetion betweenthe RFID Gurdian and the mobile
device.

We strongly beliewe that the newuserinterfaceis simpleand easyto use. The ap-
plication is designedfor one-handeduseand the userhasto usethe 5-way navigation
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key mostly. We tried to prevernt asmuch as possiblerequestsfor userinput from the
keypad, asthat would require the full attention of the userand can also be di cult
for ITU-T keypad users. Simple usersthat tried the application mertioned that it
helped them alot to get familiar very fast with the application by the di erent icons
userthroughout the application merus.

This new user interface is an important step forward, but, newertheless,a lot
of work remainsto be done. The next section outlines possibleimprovemeris and
directions for future dewelopmer.

11.2 Future Work

Faster comm unication - Bluetooth v1.2 supports data rate of up to 1Mbps. Un-
fortunately, we didn't manageto adieve sut a fast exchange of data with our ap-
plication. Although the userdoesnot notice any delay when performing most of the
operations, exdianging big les betweenthe mobile deviceand the RFID Guardian
can be time consumingwith the current settings. The reasonis still not very clear
but we plan to improve this issueby optimizing for examplethe size of padets that
are sert.

Encryption - The Bluetooth commnunication protocol o ers somestandard encryp-
tion. We plan, howewer, to usethe SATSA security APIs which consistof two sep-
arate padkages(the Public Key Infrastructure (PKI) pad<ageand the cryptographic
(CRYPTO) padage)to enablethe application to work with public digital certi cates,
public and private keys,usethe X.509digital certi cates and encrypt data usingboth
symmetric and asymmetric cryptography.

Other functionality that we plan to dewlopin the future includesa connectionman-
agerthat would inform the userabout the settings of the current connection(encryp-
tion, key, certi cate), signingthe MIDlet sothat accesso systemresourcesis not
restricted and the useris not overwhelmedwith security messagesskingfor permis-
sion, creating a more sophisticatedtext editor and of course nish the unimplemerted
functionality asdiscussedn the previous chapters.
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